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QUEENSLAND HEALTH
OPERATIONAL AND EFFICIENCY AUDIT
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT

EXECUTIVE SUMMARY
OBJECTIVE OF REVIEW

The overall objective of the review has been to ensure Queensland Health Executives are managing,
(through the establishment and implementation of adequate and cffective frameworks, strategies, plans,
policies and procedures) the risks associated with emergency, disaster, security, contingency, asset
protection and resilience management in accordance with the Framework to enable effective response
and service continuity.

SCOPE AND NATURE OF REVIEW PROCEDURES
Review has been performed on a sample basis across the following Health Service Districts:

Southern Area Health Service - Princess Alexandra Hospital Health Service District
Southern Area Health Service - Gold Coast Health Service District

Northern Area Health Service - Cairns Health Service District

Northern Arca Health Service - Innisfail Health Service District

Central Area Health Service - Gladstone Heaith Service District

Central Area Health Service - Central Highlands Health Service District
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Our review was a high-level desktop review for the purposes of gauging implementation progress and
identifying areas for further focus and development.

Our review procedures took the form of:

*  Discussions with key officers at hospital based facilities and inter-agency representatives; and
s High-level review of plans, policies, procedures and related documentation as presented to us,

Our review procedures have not, and should not be relied upon by any parties as havin g, sought to test
or provide validations or assurances in relation to:

*  Completeness for all matters that may be identified and/or require further focus and
development;

¢ Detailed compliance with all and/or specific legislation, standards, policies and/or guidelines;
and/or

*  Practical ability for plans, policies and procedures to successfully deter, mitigate, respond to
and/or recover from disaster emergencies in test exercise or actual incident situations.

Review has been performed by BDO Kendalls as a party independent to Queensland Health. Review
has been performed under the direction of, and for, Queensland Health and the Acting Senior Director,
Assurance and Risk Advisory Services and should not be released to or relied upon by any other party
without BDO Kendalls’ prior knowledge and express consent, unless under obligation and direction at
law.
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APPENDIX 3

QUEENSLAND HEALTH
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT
CAIRNS HEALTH SERVICE DISTRICT

SUMMARY OBSERVATIONS

The Caims Health Service District (CHSD) comprises the hospital facilities at Cairns (356 beds),
Cooktown (14 beds), Gordonvale (14 beds), Mossman (24 beds) and Yarrabah (8 beds). The Cairns
Hospital is one of three tertiary level facilities in Queensland, providing care in all major adult
specialities, including Hospital, Surgical, Medical, Clinics, Allied Health, Outreach, Aged Care and
other services. The Health Service District employs more than 2,500 staff.

The CHSD has performed an all-hazards security risk identification, assessment and treatment planning
exercise for the development of its overall hospital facility Security Strategy and Emergency
Preparedness and Continuity Management Project.

It has also prepared and Emergency Plan, supported by specific incident Emergency Response Plans in
accordance with Australian Standard AS 4083-1997 — Planning for Emergencies in Health Care
Facilities. Plans are appropriately supported by related policies and procedures as required.

The CHSD has not however formally performed an all-hazards whole-of-business risk assessment
process to collectively identify existing contingency and continuity arrangements and gaps, although
contingency and continuity arrangements are addressed in the context of specific emergency responses
through existing Security Risk Assessment and Treatment Plans, Emergency Plans and incident
specific Emergency Response Plans.

The following provides high-level and specific matters for consideration by the Disaster Planning
Committee in undertaking further plan development and maintenance work in relation to:

All-hazards whole-of-business approach to contingency and business continuity planning;
Actioning recommendations arising from Counter Terrorism Security Risk Assessment For
Cairns Base Hospital (June 2005) — Emergency Preparedness And Continuity Management
Project;

o  Further Emergency Plan development; and

¢ Review and Assurance.
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APPENDIX 3

QUEENSLAND HEALTH
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT
: CAIRNS HEALTH SERVICE DISTRICT

1, ALL-HAZARDS WHOLE-OF-BUSINESS APPROACH TO CONTINGENCY AND
BUSINESS CONTINUITY PLANNING

Matter Noted Risk/Action Priovity - High

The aim of business contingency and continuity planning in an asset protection and resilience,
emergency planning and confinuity management context is to enable the restoration of normal business
operations as soon as feasible following a critical incident. The plans serve to enable the hospital to
establish disaster recovery and business resumption strategies to support its business in the event of any
critical incident, regardless of its nature and source,

To a large extent, asset protection and resilience, contingency and continuity arrangements are
addressed in the context of specific emergency responses through existing Security Risk Assessment
and Treatment Plans, Emergency Plans and incident specific Emergency Response Plans. Similarly,
waork currently being performed in the preparation of Pandemic Influenza Plans are also expected to
identify contingency and continuity risks equally applicable to whole-of-business risk and planning
scenarios.

To date however, the CHSD has not performed a high-level, all-hazards continuity risk identification
and assessment process to form the basis of preparation of whole-of-business asset protection and
resilience, contingency and continuity plans, in accordance with applicable Queensland Government
and Queensland Health Frameworks, Policies and Guidelines and other recognised best practice
standards,

Recommendation

It is recommended that an all-hazards whole-of-business process be undertaken, considering and being
based on requirements and best practice standards established by the following:

¢ Queensland Health Policy 28028: Emergency Preparedness and Continuity Management
Policy (June 2005);
Queensiand Government Infrastructure Protection and Resilience Framework;

¢ Australian and New Standard AS/NZS 4360:2004 - Risk Management; and

*  Australian and New Zealand Standard HB 221:2004 — Business Continuity Management,

Other relevant references include:

*  HB231:2000 Information Security Risk Management Guidelines (for information security);

¢ National Guidelines for the Protection of Critical Infrastructure From Terrorism (for critical
infrastructure); and

®  Business Continuity Management: Keeping the Wheels in Motion — A Guide to Effective
Control (Australian National Audit Office).

Based on the above, the framework and process should incorporate:

o Identification of essential or key clements within the asset (tangible and intangible);
Identification and assessment of possible all-hazard continuity threats and risks and levels of
consequential impact;

¢  Off-site interdependencies and other contingency and continuity strategies, plans, controls and
procedures; and

*  Determination of risks that require/do not require treatment, and development of treatment
plans for unacceptable risk exposures.
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APPENDIX 3

SLAND HEALTH
S8 AND CONTINUITY MANAGEMENT

CAIRNS HEALTH SERVICE DISTRICT

Management Response
Recommendations Accepted:

Management Action Plan

YES

Responsible Officer

Target Date

Steven Tresidder —
Acting District Director of Corporate Services

July 2007
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APPENDIX 3

QUEENSLAND HEALTH
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT
CAIRNS HEALTH SERVICE DISTRICT

2. COUNTER TERRORISM SECURITY RISK ASSESSMENT FOR CAIRNS BASE
HOSPITAL (JUNF. 2005) - EMERGENCY PREPAREDNESS AND CONTINUITY

MANAGEMENT PROJECT

Background

The CHSD has performed a security risk assessment to ensure its security measures are adequate and
consistent with the standards defined in the Department of Premier and Cabinet — Government Agency
Preparedness Document, Assessment has been preformed based on recognised best practice standard
tools and appropriately identifies and considers critical assets, premises, essential elements and
services, location and geography, capacity, site vulnerabilities, and national security threat levels.

Security risks assessed by scenario analysis appropriately include:

Arson

CBR Incidents

Bombs/explosives

Firm arm or weapon vulnerability

e @ o o

Existing hospital security regimes provide:

Cyber attacks

Utilities security
Emergency power capability
Security planning

35 CCTYV throughout campus with constant surveillance within the Security Control Station;

Electronic Access Control system throughout the campus in key areas. Staff ID cards

(proximity cards) facilitate access to authorised locations. Other areas controlled by a key

e Security Field Officer Structure;
L]
e Duress alarms in designated areas; and
*
system,
Matter Noted

Risk/Action Priovity — High

We were advised that the report of risk assessment, and self-assessed recommendations was provided
to Queensland Health Corporate Office for consideration and incotporation into whole-of-agency
counter terrorism security planning processes. The report included self-assessed recommendations,
identifying progress in implementation of mitigation strategy enhancements as outlined below.

core position descriptions,

1. Document role of emergency officers within Complete,

2, Emergency Response Equipment (CBR suits,
filters, shower etc) to be stored in reality
accessible and secure location,

Complete for reasonable risk mitigation.

3. Provide capacity to “positively pressurise” the
Emergency Department (ED) area to minimise
contamination,

Identified us a control/mitigation strategy,
however unlikely to be actioned on a cost/benefit
basis. This matter has been raised to the
attention of QH Corporate.

4. Provide suitable equipment for crowd control
and management such as barricades, signage,
privacy screens, met tags, property tags,
disposable clothing and industrial quality bags.

Complete for reasonable risk mitigation,
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APPENDIX 3

QUEENSLAND HEALTH
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT
CAIRNS HEALTH SERVICE DISTRICT

Selt Assessed Recommendation

3. Establish a central delivery location to receive
courier deliveries and minimise uncontrolled
access of couriers to many parts of the campus.

Progress amd Status Sinee Repoiting
Complete for reasonable risk mitigation.

6. Educate staff, including cleaners and
maintenance staff, to be alert of suspicious parcels
in their area of work, and their response
procedures.

Complete for reasonable mitigation.

7. Consider the possibility of a policy for lawful
search of patients/visitors that includes clearly
articulated procedures, comprehensive staff
training and appropriate back up,

Complete for reasonable mitigation,

8. Security Officer’s training to include counter-
terrorism awareness.

Complete for reasonable mitigation,

9. Provide security of identified utilities in the
even'. of changes to the National Alert Level,
Additional security many include security locking
to inspection pits, physical barriers to supply
links, increased security presence, physical access
confrols and increased staff awareness and
training.

Not pet established. Preparation outstanding to
priority resource allocation,

10. Assess emergency power capability to support
campus expansion requirements and sustain
critical services. The expansion may include a
field hospital environment in front of the hospital.

Complete for reasonable mitigation.

11, Include in staff orientation education to ensure
staff awareness of terrorism issues, including:

¢ Information security — prevention
through vigilance

*  Key managers educated in the current
procedures for building key management

e  Procedures relating to use of proximity
cards

o Staff alert to suspicious behaviour,
vehicles and notification procedures,

Complete for reasonable mitigation,

12, Develop security sub plans fof identified
areas which require specific plans eg dangerous
goods stores, generation stations, pathologies etc.

Addressed in Emergency Response Plans, specific
roles and responsibilities, sub plans for ED etc.
Not currently able to provide Queensland Fire and
Rescue Service with a list of dangerous goods
without a knowledgeable person to advise.
Implementing database system to provide listing
of all goods at any time.

13. Develop campus security plan to cover each
of the four levels of National Alert to enable rapid
escalation/de-escalation of security arrangements
as required.

Not yet established. Preparation ouistanding to
priority vesource allocation.
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APPENDIX 3

QUEENSLAND HEALTH
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT
CAIRNS HEALTH SERVICE DISTRICT

Recommendation

It is tecommended that:

*  Security Plans be developed and formalised to address the chain of command, engagement
and communication procedures and protocols for receiving/communicating advice of changes
in National Alert Levels (for example, with Queensland Health, Health Services Directorate,
Internal Emergency Response and General Security Unit, and Queensland Police Services).

@ Security Plans be further developed for procedures and protocols to be actioned on
escalation/de-escalation of National Alert Levels, Requirements should be determined on
guidance from Queensland Health, Health Services Directorate, Internal Emergency

Response and General Security Unit,
Management Response
Recommendations Accepted:

Management Action Plan

YES

Responsible Officer

Target Date

Steven Tresidder —
Acting District Director of Corporate Services

Tuly 2007
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APPENDIX 3

QUEENSLAND HEALTH
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT
CAIRNS HEALTH SERVICE DISTRICT

3. CAIRNS HEALTH SERVICE DISTRICT - EMERGENCY PLAN

Matter Noted

Risk/Action Priovity - High

An Emergency Plan including a high-level Emergency Plan for application in all disaster emergency
incidents, has been appropriately prepared. A number of matters noted for further development of the
Emergency Plan and/or specific Emergency Response Plans are as outlined below.

The Emergency Plan and specific Emergency
Response Plans appropriately address both internal
and external emergencies, with reference to
coordination with Far North Queensland’s
Emergency Medical System Plan and the
Queensland Health Disaster Plan as required.

The CHSD is represented in Local and District
Disaster Management Groups and Plans for inter
agency engagement and coordination in managing a
disaster emergency incident.

It is recommended that the Emergency Plan — Code
Brown — External Disaster Plan provide further
reference/link to the Local Disaster Management
Plan and the District Disaster Manual Plan for access
as required.

The Emergency Plan appropriately establishes
Command Post operations and procedures, including
detailed role references for members,

As appropriate, role references for specific
emergency incidents address protocols for media and
public relations responses.

It is recommended that the Emergency Plan address,
at a high level for reference by all staff, the chain of
command and authority for media and public
relations responses. This should be in accordance
with Queensiand Health Media Policy and Contact
Guidelines.

Specific incident Emergency Response Plan for
Internal Emergencies (Code Yellow) has been
established in accordance with AS 4083-1997 —
Planning for Emergencies in Health Care Facilities,

It is recommended that the Code Yellow Emergency
Response Plan provide further reference/link to:

*  Established procedures and treatment plans
for hazardous substances; and

¢  Contingency plans for continuity in
operations and essential services,

The Emergency Plan provides authority for all
emergency response plan activation phases,
including the declaration of ‘all clear’ for re-entry
and occupation,

It is recommended that Emergency Response Plan for
Evacuation (Code Orange) specifically provide
response procedure for declaration and
communication of ‘all clear’ by the Emergency
Controller (consistent with the Emergency Plan),

Specific incident Emergency Response Plan for
Smoke/Fire (Code Red) has been established in
accordance with AS 4083-1997 — Planning for
Emergencies in Health Care Facilities.

It is recommended that the Emergency Response Plan
for Smoke/Fire (Code Red) specifically provide for
post incident checking, testing and replacement of
equipment as necessary,

Specific incident Emergency Response Plan for
Personal Threat (Code Purple) has been established
in accordance with AS 4083-1997 — Planning for
Emergencies in Health Care Facilities.

It is recommended that plans provide guidance and
include recording templates for any identifying
characteristios of the perpetrator including location,
identity, age, sex, accent or speech impediment,
background sounds etc.
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APPENDIX 3

QUEENSLAND HEALTH
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT
CAIRNS HEALTH SERVICE DISTRICT

Management Response
Recommendations Accepted:

Management Action Plan

YES

Responsible Officer

Target Date

Steven Tresidder —
Acting District Director of Corporate Services

July 2007
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APPENDIX 3

QUEENSLAND HEALTH
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT
CAIRNS HEALTH SERVICE DISTRICT

4. REVIEW AND ASSURANCE
Matter Noted Risk/Action Priority - High

Under the Queensland Government’s Infrastructure Protection and Resilience Framework, the CHSD
has been classified as a Critical Infrastructure Asset of ‘Significance’.

The Framework recommends, for significant assets, review and audit of all protection plans be
performed on an annual basis.

In addition, the Framework recommends that the Chief Executive Officer of the Hospital provide an
annual statement to the Department of Parliament and Cabinet (Security Planning and Coordination) to
address the validation and audit requirements including:

Date of the most recent risk assessment, which includes the counter-terrorism context;
Date of current plans (security, on-site emergency response and business continuity);
Current plans signed off by (name and position);

Date of last test and/or exercise of plans;

Date of last audit or plans (internal or external);

Audit performed by (name, company and position); and

Audit results (including recommended actions and those implemented).

? @ ® @ @ o o

In practice, the CHSD performs reviews on regular basis as resource permit. The CHSD was not aware
of its classification as a ‘Significant’ Critical Infrastructure Asset and the associated review and
assurance requirements of this classification,

Recommendation

As a ‘Significant’ Critical Infrastructure Asset, it is reccommended that risk profiles and plans
associated with the CHSD’s Emergency Preparedness and Continuity Management Framework
{including those relating to infrastructure resilience and protection from terrorist threats and activities)
be reviewed on an annual basis, or more frequently for changing internal and external circumstances,
Furthermore, underlying risk profiles should be re-assessment in detail every two years.

Based on review and assurance activities undertaken, it is recommended that quality procedures include
the issue of certification as set out above to the Department of Parliament and Cabinet (Security
Planning and Coordination) on an annual basis.

Management Response

Recommendations Accepted: YES

Management Action Plan

Responsible Officer Target Date

Steven Tresidder — July 2007
Acting District Director of Cotporate Services
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