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BACKGROUND 

PRIOR REVIEW 2006 - HEALTH SERVICE DISTRICTS 

Confidential 

During the period April - May 2006 the Audit and Operational Review Unit performed 
a detailed review of Emergency Preparedness, Disaster Recovery and Business 
Continuity Plans as prepared by a sample of Health Service Districts. 

The overall objective of the review was to ensure Queensland Health Executives were 
managing, (through the establishment and implementation of adequate and effective 
frameworks, strategies, plans, policies and procedures) the risks associated with 
emergency, disaster, security, contingency, asset protecti9frand resilience management 
in accordance with applicable fi'ameworks to enable·':effe.ctive response and service 
continuity in the event of an incident. Y">" 

- , -.,. 

The Framework FOI'millg the Basis of Prior Review '". 
~···'"·.·.c",, ',:. 
. "".ft- .:/'" 

';;':,,::,.,. 
Queensland Health has established its Emergency Preparedness and Continuity 
Management Policy, Guidelines and Pro$'atI1 to supp'oitJts preparedness and capability 
to prevent, respond to, and recover from 'VIg~;,;~ .event such as: 

• A cyclone, ea11hquake, flbpd, storw, storm tide, tomado, tsunami, volcanic 
eruption or other ,!ati!:J;allulppening; ~f 

• An explosion or fire,~!chemical;·fuel "(;r oil spill, or gas leak; 
• An infestati9Jl, plague ~t'~Riflemic;J 
• A failure .qf; or disrupvon tc5Riih essential service or infrastructure; 

.r · ,··-.,· " .. \ .:7 

• An attack a~i-l!:'t the SWe (eg telTOrism); 
• Medical emergeng,y; !! 
• Accident, a bus O(I;IFaft crash or major industrial accident; 
• Threat to or on a phson; 
• A release of a chemical, biological or radiological agent; andlor 
• Any other similar event. 

Queensland Health's Emergency Preparedness and Continuity Management Policy, 
Guidelines and Program ("the Framework") include, et al: 

• Queensland Health Disaster Plan 2002; 
• Queensland Health Policy Statement 28028 - Emergency Preparedness and 

Continuity Management; 
• Queensland Health Integrated Risk Management Framework (QHEPS 15232); 
• Queensland Health Information Security Policy (QHEPS 3485); and 
• Queensland Health Information Security Standard 9 - Business Continuity 

Management (QHEPS 23724). 

Audit alld Operational Rel'iew Unit JUlle 2007 

SOQ.001.001.2693



Operational Audit of Emergency Pl'eplIretiuess and Continuity Management 
COIporate Alallagemellt COIificlelltial 

This Framework is pali of, and in snpport of, the Queensland Government's project for 
the safety and security of Quecnsland in: 

• The preparation for, prevention of, response to and recovery from terrorism 
related incidents, as set out in the Queensland Government Counter-Terrorism 
Strategy 2005-2007, and consistent with the National Counter-Terrorism 
Framework; 

• The protection and resilience of infrastructure; and 
• The protection of critical infrastructure from terrorism, 

The Framework is also based on, and supports compliance with and implementation of, 
relevant Legislation, Policies, Standards and key documents including: 

• Disaster Management Act 2003; 
• State Counter Disaster Plan 200 I; /"" 
• Queensland Govenunent Counter Terrorism Strilt~;y 2005-2007 
• Queensland Government Infrastructure Prot~~6n'aiRt,~~silience Framework; 
• Queensland Govemment Plan for the ProJ,ecMn of ent~cal Infrastructure from 

Terrorism ,~ '-. .,. " 
,,'c '0' \ ;7 

• Standards Australia and New Zealahd" - ,d\,S/NZS 4360 - 2004 - Risk 
Management 

• Standards Australia and New t z'y,aland- HI3~'221 :2004 Business Continuity 
Managelnent; ~.~:.::?\'~:;~;~: ."", ." 

• Australian Standard - AS 4083-l99?, plallI),iiig' for Emergencies - Health Care 
Facilities; and ,.;):;," -",- ""'.'-' ~~ 

.':-~ '\ 

• Queensland Gove91@"'~lt I~~ol1nation' Standard 18 - Information Security. 
'~"";;-. . ,:.'. - ':,' 

Health Sel'vice Districts Su,bjett!oJ''';orRevielV 
"-::~t'> - I~J*~I~}\ '" .. '::- ,~' 

Review was perfotmed on a~~mple basis across the following (then) Health Service 
Districts: .~, ;d 

~~, I~' 
-'0:... 3 
'''':;:~;:, .,:.p-

o Southem Area H~lIlih Service - Princess Alexandra Hospital Health Service 
District 

• Southem Area Health Service - Gold Coast Health Service District 
o Northem Area Health Service - Cairns Health Service District 
o Northem Area Health Service - Innisfail Health Service District 
o Central Area Health Service - Gladstone Health Service District 
o Central Area Health Service - Central Highlands Health Service District 

Audit ami Operational Review Unit 2 Jlllle 2007 
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: CorlJOrate l"fallageme,,( 

Scope alld Nature of Prior Review Procedllres 

Prior review procedures took the form of: 

Confidential 

• Discussions with key officers at hospital based facilities and inter-agency 
representatives; and 

• High-level review of plans, policies, procedures and related documentation as 
presented to us, 

Outcomes alltl COIlc/IISioIlS of Prior Review 

Overall, the review highlighted sigllijicallt issues allll progress !iRfitatiolls relatillg to 
illadequate capacity alld resollrces for facilities to develop, implement, review, test 
and maintain frameworks for emergency, disaster, §eturity, contingency, asset 
protection and resilience management within cu~L skill sets and resources 
allocations, This observation is pa11icularly impa~titig~,sqlaller and medium size 
operations, //",.', "-''''" 

In summary, areas of weakness related to: 

/,7~ 

(/-"';::~.... '1 " 
·*o~:.>-.<{· ~, 

• Progress to date in estabI1shing and i~pJementing appropriate/formal 
Governance structures; ';;~S&,",",.;/ 

• Progress to date in perfonning ai\d"nlairitairiing a formal all-hazards / whole­
of-business approach .. 'to'~'risk asses~ment · for the development of adequate 
strategic and operati.~al c6~tingencY" !!nd continuity plans; 

• Progress to date il~ pc!rf()rm1rtg,and'lJl~intaining fonnal security risk assessments 
-"." (. . /. 

and related . general , seC\l.,r~ty strategies and plans to support infrastructure 
protectiOlV;lftd resi·li~ii~.\~; an4'/ 

• Progress"fu';'<iate in d~y,elop'ing and maintaining specific incident emergency 
response pla~s,:" 'pJ 

~~~~d?~/ 
Matters arising from the rBview indicated, at a Health Service District and facility level, 
a perceived lack of leadership, role and responsibility clarity and resource support fium 
Corporate Office in respect of plarUling requirements. As a result, this audit has been 
performed over Corporate Office functions as they relate to same. The Tenns of 
Reference for this audit are attached at Appendix A. 
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EXECUTIVE SUMMARY 

Confidential 

The following provides an overview of key observations for each area subject to audit, 
as well as specific matters for consideration in undertaking further necessary 
development work. 

Overall, the audit has highlighted that a significant amount of work is required to 
continue to progress development of plans and procedures in accordance with 
established frameworks for emergency, disaster, security, contingency, asset protection 
and resilience management. 

An overall summary of progress evaluation is as m,·,m,ll>l below, noting that in all 
instances, further development work to some exllevt i§:re'quire d: , 

Shared Selvice Provider -
Finance and Payroll Systems 

Shared Service Provider -
Business Continuity Plan with 

IT Systems - QGIS 18 -
Information Business 
Continuity and Disaster 

Audit and Operational Review Unit 4 

Further 
development 
required 

Section 

Section 5 

Section 6 

Section 7 

Jlllle 2007 
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Clinical and Statewide Services development 
Further 
development 

Confidential 

9 

Nole J.- anr obsermtiolJ and em/uoliolJ is specific to maller subject 10 audit. Ol-erall high le\'f/ e\'O/lIo/ioll of this broad .rcope 
element was 1101 within lite .rcope of tlJis alldit and there/ore comment ;s not made. _Jf"~ "'\ 

4' 
'm 

.il - -·~~~~~:ft",= 
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INTRODUCTION 

The objective of the current audit has been to: 

• 

• 

• 

Identify key areas of leadership, responsibility and accountability for 
Emergency Preparedness, Disaster Management and Business Continuity 
Management, at Corporate Office and other key service delivery units; 

Seek feedback on their progress in developing and implementing appropriate 
structures, fi:ameworks, policies, procedures, protocols and supporting tools in 
the planning for their area of responsibility/ac~untability and suppolting 
integration throughout the Agency; and // ' 

p:-:~':~: 

Identify and communicate matters perceive,9 ~6' coniliiqing to hinder progress in 
developing, implementing and managi,!!~f s~rrie for "fu~ij,e~, consideration and 
resolution by Queensland Health" "~,,""}.';, 'j;/" 

.-c:: ~~~, . ..,;.;.;/ ' 

Areas subject to review, and key pelrsol)Eel consulted'during review, included: 

Emergellcy 

Shared Service 

BIIS;lIess, Policy alld Strategy UII;t 

Director, Emergency Management Unit 
(also in capacity of delegate of the Chief 
Health Officer) 

• Executive Director, Corporate Services 

• Executive Director SSP 

• Director Business Policy and Strategy 
Unit 

• Acting Team Leader Propel1y and 
Facilities Management, Business Policy 
and Strategy Unit 

* Policy, Plallllillg ami Resollrcillg Ullit • Executive Director, Policy, Planning & 
Resourcing 

* Re/OI"m alld Development Ullit • Executive Director, Reform and 
Development 

Audit and Operational Review Unit 6 Jllne 2007 
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1 .... 11 1,1'\ 1'1', I{:-O N '" ~, 1 
IIlformatioll Divisioll • Chief Infonnation Officer 

• Acting Senior Director, Infolnvestment 

• Director Operations Consulting, 
InfoOperations 

• NDirector Information Security and 
Risk Unit, InfoInvestment Branch 

• Manager, Enterprise Data Centres, 
InfoOperations 

Clillical ami Statewide Services • Delegate of Executive Director, Clinical 
and Statewide Services 

SOllthem Health Area Service • General Manager 
f/ > :.f~ ""'1." 

Celltral Health Area Service • ASJisi~!t General Manager (as delegate 
o(the G~~ral Manager) 
.~" " '", 

C" ""-" 

Northem Health Area Service 
.. .,. # 

cifl GeReral Mana,~er 
' · \:'~~;~c.\ ".};"-.. ." 

-.;,,":..::, 

Our report herein sets out status and fee'aback from the'~l;>pve, 
\:~\ ..... ,. ~'" ];Y 

Units noting * advised they have no " ~i,t;eif lfhll" responsibility/accountability 
Emergency Preparedness, D~asti\i;¥anag~ent ana Business Continuity Planning . 

["~:""'" Id '0yl 
<'~'.:" ... -. ~ 

¥'''fi:._~! ~ ... - <V-

for 
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AUDIT FINDINGS 

1. CORPORATE SERVICES UNIT 

Cou[ie/el/tilll 

Corporate Selvices functional areas of responsibility include: Finance, Human 
Resources, Capital Works and Asset Management, and Business Policy. 

The context for its responsibility and accountability is in t~:p.e'ct of policy setting only 
(with the exception of operational/business analyst monitoring, assessment 
and reporting performance at a high level). The Unit provides hi&h 
level support for strategic issues across these with Health Service 
Districts responsible and accountable for delivery issues. 

In relation to corporate systems relied 
responsibility and accountability, 
SSP) owns and implements Finance 
maintained by Queensland Health . 

functional areas of 
He:lItlj.~~ Shared Service Provider (QH 

num"" R.esIDql'Ce Systems, which are in turn 

Audit were role in Emergency Preparedness, Disaster 
Recovery and 'IloisJll,ess Corit.ii}uiitf Planning and Management is in respect of the 
coordination of building issues in the event of an emergency or 
disaster incident (eg managing security staff, building relation etc). 
Again, districts are for these issues in respect of their own areas of 
responsibility. 

For these matters, refer Sections 2 and 3 below. 

Audit were advised that, in respect of Emergency Preparedness, Disaster Recovery and 
Business Continuity Planning and Management as it relates to corporate systems, the 
Corporate Selvices Unit's only responsibility is to ensure that Disaster Recovery and 
Business Continuity Management Plans are maintained by its SSP in accordance with 
established Operating Level Agreements (OLA). 

Audit were advised that requirements in this respect are discussed with the SSP through 
the annual OLA negotiation process, with reliance on Internal Audit to ensure plans are 
adequately maintained. No further management actions are taken to ensure the 
adequacy and effectiveness of plans developed and maintained by the SSP. 

Audit and Opera/iol/ol Rel';ew Unit 8 Jlllle 2007 
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hnplil' ,It iOl" 
, 

COl/ficiential 

The role of Internal Audit is to provide assurances as to the adequacy and effectiveness 
of management controls, and should not be relied upon as the first line of management 
control, responsibility and accountability. 

Further to reliance on Internal Audit for ensuring the adequacy and effectiveness of 
plans developed and maintained by the SSP, no action is taken by the Corporate 
Services Unit in this regard. 

Possible Moderate High 

It is recommended that the Executive Dire(!t~!"<jCorp,or:lte Services, establishes 
control processes for the basis, that SSP roles and 
responsibilities for emergency recovery and business 
continuity planning have been met. 

Accept / / 

Comments:-

Autiilllllti Operatiolla' Review Unit 9 JUI/e 2007 
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2. CORPORATE SERVICES - BUSINESS POLICY AND STRATEGY 
UNIT 

B.lll\).!II,UII.1 
, 

The Corporate Office Services Unit Building Infrashucture Business Continuity Plan 
(the Plan) was prepared in August 2003, with latest revision February 2006. The Plan 
relates primarily to buildings and does not take into consideration other corporate 
services infrastructure, including: 

• 

• 
• 

Records Management Systems (Corporate Office - SSP; all others Agency 
Responsibility tluough Health Service District's BCP) (Edocs to be 
implemented and BCP will fmm part of this roll out process); 
Fleet Management Systems; and 
Travel Management Systems. 

Management recQgnises, the CQrpQrate Offic'~~~ief'vi~'I;.S Unit Infrashucture 
Business CQntinuity Plan as requiring tQ comply with Agency and 
State PQlicy requirements for Emerge,ncy Disaster RecQvery and 
Business Continuity. \{.Oo,.""",, 

\\ ,4;-" 
,\ , .. " 

Going fQrward, the Unit plansc;lll. establislf and an Emergency Preparedness 
Group tQ address the EI!1~rgdtc~ Prepai~pness, Disaster Recovery and Business 
CQntinuity aspects (from a'PQJI£y s~!tiJlg pel#i{ctive) Qf: 

'.'""'., .:,.,.-... ,.,-'ici::-.... ""s-:;:::'" 
"-:,,":".-" "",-

• ~:~~:~1~~~;g~fr!t~9~~fth (C~~~;::e g;~~~t~ S~~p)ll (~t:~~~ ~~en~~ 
implementea~lld BCP1Vfill fQrm part Qfthis roll Qut prQcess); 

• Fleet Managem'ntSy~tems; 
• Travel Manageme~~S'ystems; and 
• Property and Faciltties. 

At the time Qf audit, the Emergency Preparedness Group was yet to finalise its 
membership and establish Telms Qf Reference/Charter, and was seeking tQ establish 
guidelines Qn what is required frQm the Unit's perspective regarding Emergency 
Preparedness, Disaster Recovery and Business Continuity Planning. 

Other matters noted: 

• Queensland Health is in the process Qf mQving premises fQr a number of Units. 
This will impact the cunency and appropriateness of existing Building 
Infrastructure Business CQntinuity Plans, which will require revision to be 
IQcatiQn specific. It is intended that this will be actiQned under thc Emergency 
Preparedness Group. 

Audit and Opemliollal Rel'iew Ullil [0 JUlle 2007 
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, 

• Yet to progress Pandemic Plruming for business continuity as it relates to 
management of areas of responsibility. It is intended that this will be actioned 
under the Emergency Preparedness Group. 

a Yet to progress Pandemic Planning as it relates to BCP. 
a Seeking to establish EP COlllmittee for QH Building (Charlotte St) to 

coordinate all Units as appropriate for respective impacts and 
management planning. 

Lack of direction, co-ordination and responsiveness in the event of a disaster or 
emergency. 

<' .. ~ .. 

" . " -

Possible High 

It is recommended that the E~:ecutive'~Dir~di\~ ,.€i)r~lor'ate Services ensures the 
Business Policy and StrategyJ,J!lJt, in Preparedness Group 
as planned: .0 f) "'~;i\ 

(i) 

• 

it! 
.',. -,:~ /t~"-.", 

establishes a fOJ'lIlal Tetniii I Charter to govern its purpose, 
authoritY, 3Jid resR?i,I\siffili9'; This Terms of Reference I Charter should 
addres~/'l{"iI minimii~: p 

'", ~" 11 
The Group 's P4rRos~;Vrhis may be, for example, to: 

,,~ .... - -)' 

a Develop J{ emergency response framework to comply with the 
Queensland Health's Emergency Preparedness and Continuity 
Management Policy; and 

a To optimise and coordinate all functions for which the Business 
Policy and Strategy Unit is responsible and relied upon as they 
relate to policy, planning, preparedness, response and recovery 
activities. 

• The Group's Scope "lid Fllnctioll: This may include, for example: 

a Development, maintenance and testing of strategies, plans, manuals 
and pt'ocesses as they relate to Emergency Preparedness, Disaster 
Recovery and Business Continuity and the Unit; 

a Respond to emergencies (including directions of external agencies) 
as they relate to tlte Unit and other stakeholders reliant on tlte Unit 
in tltis regard; 

Audit alld Operational Ret'iew Unit 11 JUlle 2007 
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o Minimise risk from emergencies; 
o Ensure compliance with relevant policies, standards and legislation; 
o Maintain adequate training of staff in cooperation with Queensland 

Health's training and education functions; 
o Liaise with external agencies to ensure responses are optimised both 

to external and internal emergencies, including planning and 
coordination exercises; and 

o Ensure resolution of issues referred to the Committee. 

• Tile Group's Composition: This should be multidisciplinary and 
representative of all areas of Unit responsibility and other key internal 
stakeholders. 

• Meetings protoeols: For example, meetings may be held monthly for 6 - 12 
months (during development phase), then quarterly. Meetings should be 
minuted with action plans established for imp)e~entation monitoring at 
each meeting. /;/ " 

." -I;;: :~>;,~ 
• Reportillg and aeeolll,tllbility struetlll'es ljs,JHey rt;llIt~, to reporting from the 

Committee, ./'- 'C,,;;, .;/ 
/"":~~~t~" . 6-:-.") }/ 

(iI) addresses all matters rcquircd for the;fdevelopment, maintenance and 
testing of strategies, plans/sui!"plans, m~nqj\l~ and processes as they relate 
to Emergency Preparedness, ' I{I§~llste~ Reco;.~ry and Business Continuity 
and the Unit across the following;, m~i"'m)lreas of responsibility: 

.£'~':;-:;"'" ~f:>" /J.7 
• Records M!!Jiilge~"t; \\. 

-,,,"-''' • 0 .'\.,'> 

• Fleet Manag~~~nt;:, / 
• TravetM;l\~agei¥;t;' ~Jid "/ 
• PrQP€~tY'"aria'Fa~iitJies · Management, 

,'~~~):.. "::~\ )fJ" 
Appendix B sets oUh.in detail::jnatters to be addressed in comprehensive planning to 
meet the minimum rl)qvirem~rits of Queensland Government and Queensland Health 
Frameworks, as well as irtl!tti's noted in applicable recognised standards. 

2 0 
(i) Accept 

2 0 
(ii) Accept 

Please select 

Comments:-

Audit (lnd Operational Review Unit 

;:r 
,c 

0 
Reject 

0 
Reject 

/ / 

/ / 

Implementation Action Officer 

12 June 2007 
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3. CORPORATE SERVICES - BUSINESS POLICY AND STRATEGY 
UNIT - BUILDING AND INFRASTRUCTURE BUSINESS CONTINUITY 
PLAN 

B.h Iq!, I 1111 lid 

The Corporate Office Services Unit Building Infrastructure Business Continuity Plan 
was established in August 2003 and has seen several revisions to February 2006. The 
purpose of the Plan is provided as being to detail the key people (positions) and the 
responses and actions needed to enable Corporate Office business units to recover from 
an emergency situation. 

In summary. the Plan appropriately addresses the following key minimum 
requirements: 

/" 
• 

• 

/y' " 
Detailed roles and responsibilities of BCP In;,~le~ntation Personnel/ Incident 
Recovery Team. These have been reviewed ·8hd ilfii':consistent with recognised 
standards forEmergen~y Management ~?.i'd1Bu)iness~cignRn~ity Management. 
Process for IdentlficatlOn and asses~m:ent oJ cntlcal 'a81fvltles that need to 
continue to be undertaken immediateiy"a~~r,Ji,ilisaster in'order for the business 
to continue operating. This includes establishing expected/maximum outage 
periods for prioritisation of . . ... \. 

• 'All hazards' in the that may threaten business 
continuity. are consistent with Queensland 
Government fralne'.vp)rks. 

as the third stage of a three stage planning 
process involving: 

• Security Planning (including 
Incident Preparedness); 

• Emergency Response Planning; 
and 

• Business Continuity/Disaster 
Recovery Planning. 

Audit and Operational Review Unit 

Preparedness) and Emergency Response 
Plans to be reviewed / prepared in . 
accordance with summary of Queensland 
Govemment requirements set out at 
Appendix B. 

All Plans should be cross referenced as 
appropriate to represent interdependencies 
and necessary escalations/de-escalations. 

13 Jllne 2007 
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The Corporate Office Services Unit has 
the operational, tactical and strategic 
responsibility for all Corporate Office 
sites. These are identified in the Plan as 
including: 

Leased Buildings: 

• Queensland Health Building; 
• Forestry House; 
• Level 1-4, Citilink Business 

Centre; 
• 307 Queen Street; 
• 55 Little Edward Street; 
• LevelS, 160 Ann Street; and 
• 104 Melbourne Street. 

Owned by QueenslARd Health: 

• PA Hospital (TAFE Building); 
• 51 Herschel Street. 

The Plan Implementation 
Incident Recovery Team lJ1elQb,erslijp 
position. 

Plan to be updated to reflect application to 
revised locations. 

Each location's plan should be tailored for 
specific requirements and referenced to 
the Corporate Office Services Unit ­
Corporate Office - Building Infrastructure 
Business Continuity Plan for 
interdependences and necessary 
escalations/de-escalations. 

"l;(Z>~ 
.I

e 

~';:~~:.t" 
~'" 
, .,:-"./. 
\" "/ 

.'" 
contact lists to be prepared and 

I \ nlaintajnt~d to support membership, roles 
responsibilities as set out in the Plan. 

Lack of direction, 
emergency. 

co··ordirlati!on and responsiveness in the event of a disaster or 

Possible Moderate High 

« "It" '1,1" 

It is recommended that the Executive Director Corporate Services addresses 
Corporate Office Services Unit Building Infrastructure Business Continuity Plan 
gaps And recommendations as identified above. 
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Management Response 

/ o 
Accept 

o 
Reject / 

Comments:-

,/.; t. 

f~C:;:'~,~:.~ .-;:1%2\ 

,.c··· .. 

Audit (I1u/ Operational Review Unit 15 

COl/fidential 
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4. QUEENSLAND HEALTH SHARED SERVICE PROVIDER -
MEDICAL SUPPLIES AVAILABILITY IN THE EVENT OF AN 
EMERGENCY 

In discussions with the Executive Director, Queensland Health Shared Service 
Provider, a number of matters were raised that are relevant in the context of emergency 
preparedness for Queensland Health. The medical supply issues outlined below are 
known to management and are highlighted in this report to provide focus within the 
scope of this audit. 

"'" Currently most of the medical inventory is extracted o\I.tf6£a' number of decentralised 
stock locations and into the wards, leaving about IJ,lt"ii~'-lhe inventory l,nanaged by 
manual systems. It was noted that wlule tlus sollje challenges In effiCIency and I1l 

estimating the value of inventory on hand for statemenlp.!lJp<Jses, it offered an 
element of reduced risk in the event of drip-lo the availability of 
supply in a large number of locations. 

There are plans to begin to ratiolllalise 'war$tl.2usinlg (t)~gilllling 
2007), resulting in possibly two large 

While the warehous,e, projc<c,t and effectiveness objectives, it will 
inevit.abl~ have ,~v'impaCt:~.t;, '. a higher risk on the availability of medical 
supphes 111 the ,ev<mt of a d~S . er emergency. The Impact of thIS would depend on 
the timeliness of tnih~ rting edical supplies to areas where it is needed and how long 
the current inventory I~~!IS 1. uld last in the event of a disaster of emergency (which 
may vary depending on tl!iJ§cenario). 

Unlikely Moderate Medium 

It is recommended that the Executive Director, Qucensland Health Shared Service 
Provider: 

(i) acknowlcdges the importance of medical supplies in the event of 
disaster recovery or emergency; and 

Alldit and Operational Review Ullit 16 June 2007 
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(ii) ensures that the project to rationalise the warehousing requirements for 
medical supplies considers the impact on disaster recovery and 
emergency preparedness in relation to tlte critical inventory 
requirements at decentralised locations. 

4 0 0 / / (i) Accept Reject 

4 0 0 / / (ii) Accept Reject 

Please select Implementation Action Officer 

Comments:-

Audit alld Operational Review Unit 17 JUlle 2007 
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, 

5. QUEENSLAND HEALTH SHARED SERVICE PROVIDER - FINANCE 
AND PAYROLL SYSTEMS 

B .ll t"l!IIIUfHI 

In discussions with the Executive Director, Queensland Health Shared Service 
Provider, a number of matters were raised that are relevant in the context of emergency 
preparedness for Queensland Health. The Financial and Management Information 
System (FAMIS), that luns on SAP R3 (V4.6B), and the payroll (LATTICE) systems 
issues outlined below are known to management and are highlighted in this report to 
provide focus within the scope of this audit, 

There are plans to replace LATTICE by July 2008, There!U:e however concerns about 
this timeline, with discussions occun'ing at the Dil:qllor:General and the Under .. " Treasurer level. ,<'~·~""" <I c.p, 

>'~"\ .": ... 
LATTICE was down for nine days before Chri~tii1iis 2006 aM' it ~as uncertain if the 
cause was identified, LATTICE is an olg§~~telTifJt is co¥itlered unlikely that 
LATTICE will extend support past 117108 (after~aJ{C;IIdY'extending it for several years). 
The standard process in the event of all emergency'i~;)o pay the last pay (with a focus 
on critical adjustments such as joiners li'jj.!!sleavers and;(o)low up on adjustments in the 
next pay run). It is uncertain if these proc¥,liris~ru,;,~"up, to date. 

There has been schedule sJil)pag~,. by CorpTecll(which manages the SAP financial 
system as part of an Agreement with Queensland Health) in delivering 
the SAP finance needs of \Viii ch has impacted on CorpTech's ability to 
deliver within QH re~IUif'erol~,rt:s:-\';' 

Co-on;lj,mlt6r for Payroll and Supply, with a State Wide Co­
l'Irlance,PJarlne,r\&'fj" July, It is uncertain if the emergency preparedness 

It is understood that the criticality for emergency preparedness of the LATTICE and 
FAMIS systems is "in the red zone", 

While these systems are SUPPOlt systems for Queensland Health operations, their 
unavailability in the event of a disaster or emergency will impact on the ability to 
respond in an efficient manner, 

J ~ _,,~ 

1-1 , .. "" \It , '~i(1' ~, 'I" 

Unlikely Moderate Medium 

AudU and Operational Re\'iew Un;/ 18 Jlllle 2007 
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Rl' .... UIllIlll'Jl(i;.ltiHIl 5 

COll/idclltial 

It Is recommended that the Executive Director, Queensland Health Shared Service 
Provider: 

5 

(i) confirms that the procedures for uudertaking an emergency pay run 
a!"e up to date, ensuring that appropriate adjustments and controls Are 
in place; and 

(i1) ensures the State Wide Co-ordinators for Payroll, Supply and Finance 
(when appointed in July) review and update a strategy and plan for 
emergency preparedness for the respective systems. 

D D 
(i) Accept Reject / / 

5 D D / / (ii) Accept Reject 

Please select Implementation Action Officer 
Date 

Comments:-

Audit amI Operational Revic'ft' Unit 19 JlIlle 2007 
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6. QUEENSLAND HEALTH SHARED SERVICE PROVIDER- BUSINESS 
CONTINUITY PLAN WITH CORPTECH 

Under the Queensland Government Shared Service Initiative, providers and their clients 
are required to develop partnering and Operating Level Agreements that formalise the 
service delivery anangements. Such an agreement (Version 2) is in place between 
CorpTech and Queensland Health - SSP for the provision of services. Outlined below 
are extracts that relate to business continuity: 

A 3.4 Loss of Busilless COlltinuity 
The Provider is responsible for ensurillg cOlltilluity ill the delivelY of sen'ices 
ullder the Agreemellt alld, ill consultalion with the Client. must develop an IT 
Service Continuity Plan which will undelpin and"./orl/l a componellt of the 

L =, -. 

Cliellt's Business Confilluity Plan. Details of thf/'sel'vice elemellts associated 
with IT Service COlllilluity Mallagement are d~if;if2fJ.d in Schedule 1. Sectioll 0 
Si.3.3 IT Service Contilluity Managemellt (SfJ1.SA'iJ) 

~} :~\: 

Specific activities which will be invok!itf.o/~~j!lg loss ':~j busilless COlltillUity 
will be idellfified. tested, documented alla,'Qg( eed with Ihe Client as pari of the 
IT Service Continuity Plall. "" " , 

-:::'--':;:-:''CC'' - ",~ ''7-' 
'i' --"~..:.~~~~-=.:~ )/ 

In the evelll of a severe d;."I'III"i;)" . bilsjl'ess contilluity. the Provider and 
Client will work t/(~ impact of Ihe disruptioll. 10 re­

Ousin'es,!'( ooel"atiOlliS and 10 deterl/line and apportion costs 
havillg regard to Pri'cin(iMrifd (;.~o's~'f1S outlilled in Section A4.i 

• Determille and agree risk 
reduction measures and 
recovelY options to support 
those requirements in 
consultation with Queellsland 
Health SSP and Agencies. 

• Allalyse and Develop IT 
Sel'l'ice COlllillUity 
Deliverables. 

• Develop information 
technology service cOlllinuity 
managemellt plans alld 

Audit Gild Operational Review Unit 20 

Business Impact allalysis alld 
risk assessmellt for 
Queenslalld Health SSP. 

• Determine and agree risk 
reductioll measures and 
recovelY options to support 
those requirements ill 
consul/a lion wilh COIpTech 
alld Agencies. 

• Defille IT Service COlltilluity 
requirements ill COli junction 
with COIpTech. 

• Acceptance of information 
technology service COlltillUity 

JUlle 2007 
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• Implement information 
tecllllology service continllity 
management plans and 
procedllres. 

• Manage IT Service Continllity. 

• Testing, change control and 
assllrance. 

SVM.SA-3 IT Co¥tinllity M.alUl2ement 

• Qlleensland Health SSP 
business continuity planning. 

• Education and review 

" -

PROVIDER RtSPONS,lBILITY CLIENT RESPONSIBILITY 
• Provide sllitable contingency .,~ XJh~:e to client 

strategies via maintaining tire k respol~iki/ities as per the 
Human Resollrce Managemenf"it: HRMI!{tfBusiness 
Information Systems (HRMISUP " Contin;lity Management 

• 

• 

Unit BlIsiness Continuity Plan. "c: 

Liaison with the client ifl, .. ;\; .... 
relation to IIndertaking b'i?,sinev;;: 
impact assessmC!}ts relatittg./o 
contingency moni;i'gement \\ 
planning. /'10,. ," ' 

. . ,-;;'" 

Prov!#oll of ~a~iSiii{/elation 
to /jJe applif!.(}(iolfol. .. " 
J~Il!~lgencyP{~'s. ~: 

.:" \ 1 
'. i:f ,,", /:/ 

• 

Plan. 

Advise the provider in 
relation to business impacts 
associated wilh contingency 
management . 

Develop local continuity 
plans ill line with the 
HRMISU Business 
Continllity Plan. 

While the focus of the Operating Level Agreement is on business continuity, there is 
ullceltainty that there is sufficient clarity in the event of a disaster or emergency. 

Lack of co-ordination and responsiveness in the event of a disaster or emergency. 

"""'" ~,---' ~'i,~ 

k..J.l/lu '11/ ' ... , 

Unlikely Moderate Medium 

Audit and Operational Review Unit 21 Jlllle 2007 
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Rn "IHUH "d ,lflOn (, 

Confidential 

It is re£ommended that the Exc£utive Dire£tor, Queensland Health Shared Servke 
Provider reviews the Operating Level Agreement with CorpTe£h to ensure that 
there is suffident c1a.'ity relating to activities required in the event of a disaster or 
emergency, 

o 
Accept 

o 
Reject / / 

Comments:-

AlU/it (111(/ OpelYllional Review Unit 22 JUlle 2007 
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7. QUEENSLAND HEALTH IT SYSTEMS QUEENSLAND 
GOVERNMENT INFORMATION STANDARD 18 - INFORMATION 
SECURITY PRINCIPLE 9 INFORMATION BUSINESS 
CONTINUITY AND DISASTER RECOVERY PLANNING 

This objective of this audit relates to identifying "key areas of leadership, responsibility 
and accountability for Emergency Preparedness, Disaster Management and Business 
Continuity Management, at Corporate Office and other key service delivery units". This 
section of the report relates to the extent of compliance with Principle 9 of Queensland 
Government Information Standard (QGIS) 18 Information Security relating to Business 
Continuity Management. There has recently been an enhancement (from Version V2 to 
Version V3) to the existing mandatory requirements of Queensland Govemment 
Information Standard (QGlS) 18 relating to Infonnation security. 

The authority to "apply the mandatory principles of the infg Jltion standards" is 
derived from Section 56(2)(a) of the Financial Managem" t Standard 1997. 

Y'c ' 
The current V2 - Principle 9 - Business ContinuitY!l1~ag~ritl\t. ofQGlS 18 states: 

"A managed process that includes d09"af;;~-t~di!!.lans, ';:l~tfe in place to enable 
the infor/llation environment to be restdl'ed:-ol' recovered ill the event of a 

·",,"'d 

disaster or security failure. Plans must iifclu(/e Agency methods for reducing 
knolVn risks to business contiml(ty and idenii]tlpg" actions for the continuation 
of business activities in the eveIll6fUll.fQrese~nfitilures or disasters. " 

';~ ":{,, ".";/ 

The amended V3 - Prin9jPle -.. 9, - Bu~wess Continuity and Disaster Recovery 
Management of QGIS 18 .Jl(~t«s: yi 'k " 

<?~" ... ;~?~t;~~. ./~ 
"A managed proceSs:-.i!l£li7iIlng. doc~,:;ented plans /IIust be in place to enable the 
information .£li,f;lronmeititte be" ~fored or recovered in the event of a disaster or 
major securitj'1qi!ure. At ct"illiniiilllm, agencies must: 

--;~:;.: r:~ 

':"~'~"".:.. ,_il 
• Establish process_~ .tt'assess the risk and impact of the loss of information or 

syste/lls on agency78i;siness in the event of a disaster or securityfailure; 
• Develop methods for reducing known risks to agency information or systems; 

and 
• Ensure business continuity and disaster recovelY plans are maintained and 

tested to ensure systems and information are available and consistent with 
agency business and service level requirements. " 

V3 provides these comments in relation to Disaster Recovery Plans: 

"The Queensland Government Chief Information Office is currently developing 
Business Continuity and Disaster RecovelY Frameworks. These }i"alneworks 
were expected to be available for consultation in early 2007. 

In the interim, when developing business continuity management plans, 
agencies should consider adapting the Australian Standards HB:221: 2004 
Business Continuity Management available through the Australian Standards 
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website. Further detailed il1formatiol1 on both Business Contil1uity and Disaster 
Recol'elY Plans can be foulld in the illformation Risk Mallagelllelll Best Practice 
Guide located on 'he illformation Stalldards website. " 

These new requirements of V3 states that the "new requirements must be implemented 
based on the following dates: 

• High-level risk assessment: Completion by June 2007; and 
• High risk principles implementation: Completion by December 2007". 

A Draft Business Case is being developed by the Information Security and Risk Unit 
that supports the InfOlmation Security Strategic Plan 2006-2011. It is understood that 
this plan is being significantly enhanced for the period 2007-2012 and now 
incorporates Information risk and continuity issues. The draft document is proactive 
and makes reference to "establish crises management capability for major incidents 
affecting Enterprise applications and infrastructure (by December 2007)" and 
"Establish an infonnation continuity management system encompassing Enterprise 
information continuity risks and site information continui!Ytd~saster recovery plans (by 
June 2008)". "i 

-'Y;;o,¥:-, 

In November 2005, the Information Security &. R;)skUi\iJ (ISRU) undertook the 
responsibility for Information continuity and risJ0,"i'n' additiot\' lQ existing Information 
Security role. In October 2006 additional res9(ces Yiere appr<jv~"in relation to these 
new responsibilities. This unit is preselltly / ~viewing' how to leverage 
existing, relatively mature, Infonnatiol\ Security gove{nance arrangements to fast-track 
the emerging (and less mature) Infonmitipn continuity<'8n..d risk disciplines, which are a 

'_'.,' "..,..... V./ 

key focus area in the new QGIS 18 V3. \' ''''f'i,,~ )-
.... 

In October 2006 a report (':The Progr~s " Repolt on the Overall Compliance of 
Implementation Status of Q~fs I ~'in Queeil:~land Health") was sighted on the status of 
implementing the QGls:' Hh. (w,h(c1) was lS'ubsequently confimled as taking into 

""<-,'" "".,.c..,. -:e' 
consideration me exp~~ted -cha.nges·'-iiVQGIS 18 V3), the Queensland Health 
Infonnation ~ecuEt§''':iirt'd~l}jsi<'~~J,li~ identified three "Very High" ~esidua.1 risks 
assoCIated wltlVQ$.'IS 18 PtjRClpl;"Y (as outlined above). The matunty ratmg for 
compliance with Pri)lciple 9 Wfs rated as 0% for "Maturity Level 2 - Repeatable or 
better". Each of the "'t~e tORies identified for Principle 9 were rated with a Current 
Residual Risk rating of!{y,efy High" (in a scale that included rating options of Low 
Risks, Medium Risks, HigflRisks Very High Risks, or Extreme Risks). 

A recently developed draft Crisis Management Plan Maintenance Process document 
(Version 1.1, dated 12 April 2007) was sighted and while still in draft, it is evidence of 
recent positive developments and risk mitigation actions in the context of me scope of 
this audit relating to Emergency Preparedness, Disaster Management and Business 
Continuity Management. We were further advised that most sites have a level of local 
Infonnation Continuity and/or Disaster Recovery plans in place already, but there are 
opportunities to improve their quality, consistency and to enhance alignment to wider 
business continuity plans. 

While there is significant proactive effort in the context of crises management and 
InfOlmation Security within Queensland Health, there was recognition that there is 
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significant eff0l1 required to reduce the three topics relating to Principle 9 - Business 
Continuity Management of QGIS 18 from a "Very High" current residual risk and to 
ensure business continuity and disaster recovery plans are maintained and tested (as 
required by the CUlTent QGIS \8). 

Key actions that need to be perfonned to minimise the risks in the context of this audit 
include the adoption of the Crisis Management Plan Maintenance Process, the 
Information Security Strategic Plan 2007 - 2012, and the testing of infonnation 
continnity/disaster recovery plans. 

It is important that there is an appropriate level of involvement of the Infonnation 
Security & Risk Unit (ISRU) in activities undertaken by various organisational units 
across Queensland Health and that appropriate leverage is obtained from the already 
mature information security govemance environment and fi·amework. 

Queensland Health needs to acquit its 
documents (as mentioned above under "Issues"). 

Missed opportunities through not aligning tisk and continuity 
across Queensland Health. Projects that op'I,,~atiolnal iisj,ects of information 
management e.g. IT architecture, telec()mmimilcatiQ.l;I~-, not optimise secutity, 
risk and govemance outcomes. 

It is recommended that Chief Information Officer: 

i) reports on the timetable for adoption or completion of the Crisis Management 
Plan Maintenance Process, the Information Security Strategic Plall 2007 -
2012, and the adoption and testing of disaster recovery plans; and 

11) considers the benefits of a consolidated Information Security, Risk and 
Continuity Program/portfolio - aligned to ISRU's governance responsibilities. 

(//" ~~ .. ... - ~. 

8 0 0 / / (i) Accept Reject 

8 0 0 / / (ii) Accept Reject 
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Please select 

Comments:-

AUlIiI alld Opcralional Review Unit 26 

Confidential 

Action Officer 

June 2007 
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8. QUEENSLAND HEALTH IT SYSTEMS ENTERPRISE IT 
APPLICATIONS BACKUP AND DISASTER RECOVERY 

Forty-eight Enterprise IT systems have been identified within Queensland Health. 
While the audit of the back up process was not able to be undellaken (given the scope 
of this audit), it was established that there are two Enterprise Data Centres for 
production and off-site facility. 

It is understood that the off-site facility is on a different electricity grid (which is 
imp0l1ant for business continuity in the event of a disaster or emergency). 

The off-site facility is less than fifteen kilometres from the main production site. A 
project has already been approved by the Queensland Govemment ICT Govemance 
Peer Review Panel with funding available to relocate the ICT Infrastructure to a 
distance greater than fifteen kilometres from the main PJ/dll.ction site. However, this 
project will commence in June 2007 for completion by QQtober 2007. 91';'" .. ~ , 

Audit was advise~ that "No document has been id~fti.[ied"'ob~ cu~ently ~vailable that 
mcludes an overview of the disaster recover sta~\}s -of-these erit~[lse apphcahons from 
an IT infrastructure perspective. However ~ .. ,.<lj~stettrecovery 1jl'a6 encompassing all 
enterprise infrastructure, which supports entetj:i),iger applicatiohs is currently being 
developed." "."'" . 

The back up generators used as part ;~fie' tnain pro~iic!ion facility are managed by 
RBWH Engineering Services with audit '~dvi~e&"tha.vthey are "generally tested (under 
load) quarterly". Audit was a1~y!~e4 that th~\6ff sitc'liack up generator is "understood to 
be tested month with no 10~g(an(Fquarterly with load". The InfoOperations Information 
Division does not obtaina~'llJ.ai'ltalJ!!e thatJ tlle key testing of back up generators is 
undertaken to the level required:i.iftlie event of a disaster or emergency. Audit has not 
verified that proce5j,liris Od~ryice';le¥~1 agreements are in place. 

The enterprise At~LAB Sy~t~ is rii~naged by Clinical & Statewide Services. Intemal 
audit was advised tfit! . t} 

'" 'J 
• Backup tapes ar~4t to off site storage (usually available within ninety 

minutes) with botblthe main server and the backup server co-located. 
• The hardware replacement cycle is due Quarter 3 2008, but this may be brought 

forward with potential changes in QH data centre operations. 
The new system, yet to be designed, is envisaged to have two discreet servers 
located at two separate QH data centres. 

It is understood that a Business Continuity Plan exists for AUSLAB but this was 
neither sighted nor reviewed by Audit. 

It is considered that with the distance between the off site facility and the main 
production site being less than fifteen kilometres, Queensland Health business 
continuity risks increase significantly. While this assessment is not based on a 
"standard" that specifies this distance or requires Queensland Health to adhere to, it is 
an indicator of high risk. 
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As guidance. we have provided extracts (in footnotes I. 2 and 3) from other industry 
standards and reports undertaken oflike organisations. 

These include the Business Continuity Management GOOD PRACTICE GUlDELINES 
2007. I. the Australian National Audit Office Report No.9 2003-04 Business Continuity 
Management and Emergency Management in Centrelink - Loss of both data centres 
alld off-site backup storage 2 and the Pl'lIdential Standard APS 232 Business Continuity 
Management: Guidance Note AGN 232.1 Risk Assessment and Bllsiness Continuity 
Management 3. 

While a disaster recovery plan for the forty-eight Queensland Health enterprise systems 
is currently being developed by Queensland Health. it has not been completed and 
tested. 

The AUSLAB system. managed by Clinical & Statewide Selvices is exposed in the 
timeliness of restoration of selVices in the event of the main computer facility 
encountering a disaster. as both the main selver and the selVer are co-located. 

The proximity risk associated with the fifteen kilometres 
(distance used as guidance only) from the main pr?J4U(;tion 
completion of the alternate site. 't:,. , _ " 

\\" .. c· ' " ';'" 

The absence of a Disaster Recovery Pla'ri,. forEritewise systems exposes Queensland 
Health to an inability to adequa!/'ily respiiici to disasters or emergencies in the total 
devastation of both the matn prdd9ction J~~a . centre and the off-site backup storage 
facility. ,"',~ .:~. . ~ 

-------""=:--"Boc'. 
1 Business Cont;,!Yily 'A7d~;itgen;~1i17,GOOD PRACTICE GUIDELINES 2007 Version 
2007.2 15th Mqri~,,~007 © Thg,Bus:tfiess Continuity institute 2007: 

Whilst it is sCl~ey:ident thaf;·ireater geographical separation decreases the likelihood of two sites 
being affected by~'t1}~ samejhcident, there is no 'minimum' or 'correct' distance for separation 
as the ability of wOr1Q.wide infections and computer vil"Uses to cause concurrent incidents 
demonstrates. HowevsiYa few hundred metres is likely to provide little protection even in 
localised incidents because of the way that emergency services use cordons and the likely 
disruption to transport. 

2 Australian National Audit Office Report No.9 2003-04 Bllsiness Continuity 
Management and Emergency Management in Centrelink - Loss of both data centres 
and off-site backup storage 

5.58 The 2003 ACT firestonn highlighted the possibility of tot. I devastation of both data centres 
and its off-site backup storage facility in Canberra as real risks to be considered by Centrelink. 

3 Prudential Standard APS 232 Business Continuity Management: Guidance Note AGN 
232.1 Risk Assessment and Business Continllity Management 

17. Where an ADI has its primary operations in the Central Business District (CRD) ofa major 
capital city, APRA would normally expect the alternate site 10 be located outside that CHn in 
order to minimise the risk of both sites being impacted by a wide area disruption. \Vhere the two 
sites arc located in the same CBD, the AD! will need to demonstrate to APRA that it has 
adequate arrangements in place to manage the potential risk of both sites being impacted 
simultaneously. 
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It is important that the InfoOperations Information Division obtain clear understanding 
that agreed testing of back up generators at the main production site and off site facility 
is undertaken to levels required to minimise the risks relating to disaster 01' emergency. 

It is important that the impact of the loss of the AUSLAB system is taken into 
consideration in assessing the ability to respond in a disaster. 

j:) " " <.l, t-' ,' ..... n' 
H Pljl"., .' '·'P." ' '~'''' ''' 

Possible Moderate High 

It is recomntended that the Chief Information O{I'j(el ;';;:,~,sures 
performed of the disaster preparedness ke:yi~!IlPI)lications. including 
confirmation that procedures or service le~,yf'ag~el~mlents"'IIJe place to ensure 
clarity and sufficiency of testing of off site fa~ijijt:ies.~iI!!ld generators. 

o 
Accept 

o 
Reject / / 

Comments:-
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9. AREA HEALTH SERVICES AND CLINICAL AND STATEWIDE 
SERVICES 

B ,HI, :.!' IIUfl l l 

Southern AHS Central AHS Northern AHS 
Gold Coast HSD Central Queensland HSD Caims and Hinterland HSD 

Mater Hospital and HSD Central West HSD Cape York HSD 

Princess Alexandra Fraser Coast HSD MackayHSD 
Hospital HSD 
Southside HSD Northside HSD Mt Isa HSD 

South West HSD Royal Brisbane and Torres Strait HSD 
Women's Hospital and 

...,:~ , 
.. l~. 

HSD ',7([ ~ 

Toowoomba and Darling Royal Children's H9sPltal 'fJ:9JVnsville HSD 
' " " '~:~:~ DownsHSD and HSD LP' ". 

West Moreton South Sunshine S-0~s~ ~d "fie 
Bumett HSD Cooloola HSD " .. ,",,- /. " 

WideBayHSD 
", , , 

:,::,~~-
, 

',," c-".-,"'~ ,',""- "' .. 
. ","'c, ..... J .. =' 
'::" . '~~0::::.J:'o' ' 

Emergellcy Pl'epal'edlless, Disaster Mallag!!"'~IIi'1ihil Business COlltilluity Pla/wing­
Scellario Specific - Pal/deltJicI;;JJ.~enza P{w,nillg 

""\ \j . , 

Audit was advised across c~re~Hj:~ffli: Servjces and Clinical and Statewide Services that 
Pandemic Plans h~~e' Pt6gJ.:!:.(!s~dh8.,at 'least draft stage (in some cases finalised) and 
have been scenarill tested. '""'-lil,!!,ch J:51~tfict/Service has a plan and District/Service plans 
are being integrai!):d for flo», etfectiveness and efficiency within Area Health 
Services/Clinical ana~S'lItewi<\~'Services. 

~t~~,_#'Y 
General Managers have p~orrned reviews of plans and consider these approptiate and 
prepared in accordance with Queensland Health and National requirements. 

Area Health Services/Clinical and Statewide Services participated in National Testing 
Exercise - "Cumstum" and plans were revised for matters arising on practical 
application. 

Committees have been established to govern the preparation and maintenance of 
Pandemic Plans, including the oversight of testing and incorporation of results into Plan 
reVISions. 
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Area Health Services/Clinical and Statewide Services noted that, further to Pandemic 
Planning, progress on Emergency Preparedness, Disaster Recovery and Business 
Continuity Plan on the basis of an "all hazards approach" may be limited. No fonnal 
structures had been established at Area Health Service/Clinical and Statewide Services 
Levels for monitoring and reporting Health Service DistrictlUnit Planning in this 
regard. 

It was considered and agreed that the frameworks, procedures, protocols and practical 
tools developed and applied for Pandemic Planning exercises may fmm a strong basis 
for development of Emergency Preparedness, Disaster Recovery and Business 
Continuity Plans for the management of other, all threats scenario, planning, 

While Districts and Units have achieved 
development and ongoing maintenance of 
Disaster Management and Business CG>ntiinuily '~11I!19jf1'g, 
are adequate foundations in place to manage incideiQts 
effective malmer. 

progress in the 
Preparedness, 

s'U1ncertaintv that there 

It is l'ecommended respective Area Health Service General Managers/ 
Executive Director Clinical and Statewide Services implement the following: 

(i) To gauge the level of preparedness and adequacy of plans prepared by 
District Health Services/Clinical and Statewide Services iu respect of 
Emel'gency Preparedness, Disaster Recovery and Business Continuity, a 
comprehensive self assessment (for example using the pro forma attached 
at Appendix B as a guide) be performed by Managers for facilities for 
which they are responsible and accountable and reported to respective 
General Mauagers/Executive Director; 

(ii) Where significant progress gaps are noted, detailed actions plans should be 
repol'ted to General Managers/Executive Director for monitoring and 
follow lip accountability; aud 
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(Hi) A similar self assessment should be performed Ilnd reported by Managers 
to General Managers/Executive Director on an annual basis to ensure plans 
are reviewed and maintained on a frequent and timely basis in accordance 
with Queensland Health requirements. 

9 (i) 0 0 / / Accept Reject 

9 (ii) 0 0 / / Accept Reject 

9 0 0 / / (iii) Accept Reject 

select Implementation Action Officer 
Date 

Comments:-
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10. OTHER MATTERS 

Confidential 

During discllssions with Area Health Selvice representatives, a number of matters were 
raised which, although outside the scope of this review, are brought to the attention of 
the Chief Health Officer for fUl1her consideration. 

In discussing experiences learned from the 2006 Cumstum, and 2007 Emergo Train test 
exercises, the following were considered as needing to be addressed in order for 
effective roles, responsibilities and accountabilities to be calTied out at Area Health 
Service and District Health Service levels: 

• Staff are not trained in managing the specific skills requirements, roles and 
responsibilities required in managing disaster scenarios (specifically, training 
for trauma/incident specific requirements, and maintenance of skill set profiles 
for future reference); 

• Q?eensland Health' s direction ~n relationships :2;~'6fuer agencies and ~istrict 
Disaster Managements Groups IS not always .~leaf;JR Area Health Services for 
authority, communication and chain of c~d\ll).and c·ii1,the event of a disaster 
incident. .-'"'- ' , , 

',.".},';f'~ 
0'" '" .~o../ 

,""-, . JY:z" i 
For example, Queensland Police and Que~tislalld Ambulance Service usually 
act as lead agencies, when i11_ some cas~':;(~uch as a Pandemic incident), 
Queensland Health may be betti : pla<;ed as tli~dead agency. Direction from 
Corporate Office's on chain of'frrtwan9',i~ tiot considered clear in CUlTent 
communications and chains of conlQplhd. -;' 

.. -if - ,~\ ,~. 

• Other incident examl>I.~~ w~i~ provid¥ ras follows: 

Indonesian,~lane 'Ctlll?h '~'ht! .Cyclone Larry: not clear on chain of command, 
Instruct~@'/rom C6~qrat~JOffice ~ere going direc~ to hospital staff and not 
through Ml'il!ijgement,\i >vho are ulhmately responSible and accountable for 
selvice deliverY,l. u~,1disaster. 

• Disaster manageniltlt continues to be seen as the function of the Chief Health 
Officer. Area Health Services do not consider their District facility staff always 
appropriately trained and resourced to take responsibility for disaster 
management. 

In this regard, Area Health Services are seeking: 

o Frameworks, guidelines, standards and expectations regarding roles and 
responsibilities of Area Health Services in Disaster Management. 

o More centralised training and development from Corporate Office's 
Emergency Management Unit (fi'om a management and clinical specific 
perspective). 

o Clear coordination and connection between Area Health Selvice General 
Managers and the Corporate Office Disaster Group (chaired by the Chief 
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APPENDIX A 

TERMS OF REFERENCE 

AUDIT TITLE: 

Contidcntial 

Operational Audit of Emergency Preparedness and Continuity Management Planning 

AUDIT OBJECTIVE: 

The objective of the audit is to assess the adequacy of Qneensland Health's Corporate Office 
ability to respond and support a Health Service District in the event of an emergency 
occurring. 

The audit will be required to -

i) Assess the adequacy of current policies and guidelines relevant to the Emergency 
Preparedness and Continuity Management Plan; 

ii) Identify those areas of Corporate Office which are expected to play a role in 
supp011ing and coordinating a local emergency; 

iii) Assess the capacity of each area to deliver the support required; 
iv) Identify those areas of Corporate Office which are expectcd to have continuity 

management plans in place to sustain critical Corporate Office functions should the 
Queensland Health Building facility be compromised itself; and 

v) Assess the capacity of each of the identified business functions in (iv) above, to give 
effect to their respective continuity management plans. 

AUDIT SCOPE: 

The audit will include all areas of Corporate Office including the Area Health Services which 
should legitimately contribute to an emergency situation or be compromised by the 
Queensland Health Building facility being compromised consequent to an emergency 
incident. 

It should be noted that as a result of the recent Queensland Health restructure, Area Health 
Services may still be developing their plans in this area. In that case, this audit should 
acknowledge their Clll'rent status and provide an opinion on the proposed direction and 
timeframes. 

DESIRED OUTCOMES: 

Provide assurance to the Executive Management Team of Queensland Health, that Corporate 
Office is adequately prepared to provide the leadership and support required to assist any 
Health Service District and/or other services in the event of an emergcncy occurring. 
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BACKGROUND INFORMATION: 

Confidential 

As part of the Whole-of-Government strategy for Govemment Agency Preparedness, 
Queensland Health has developed policies and guidelines to ensure it has the capacity to 
respond to an emergency occurring. 

Recently, the Audit and Operational Review Unit, Assurance and Risk Advisory Services 
conducted an operational audit within a number of Health Service Districts to assess their 
maturity in relation to their development of Emergency Preparedness and Continuity 
Management Plans. 

While recommendations have been provided to fillther develop the local requirements there 
is a complementary role required at the corporate level to coordinate activities in a responsive 
and timely manner. 

AUDIT PLAN: 
/j~; 

It is intended that the audit process be undeltaken utilising ~"~lfQIl2wing methodology -
-~ "'.~~-

Phase 
I 

Process Jj'- . 

Develop an audit program cO~tstent;- with le~sl~tive and policy 
requirements to address the audit objeali.'(cg,- . 
Intelview key stakeholders. " . :L". 2 

3 
4 
5 

Evaluate ~udit findin~s. "\. - _ £~i"" 
Debnef chent on findmgs and'!iecowwenpatiOns. 
Prepare audit report, '.\ /If' p" 

..,- -.' 
';\ 

COMMUNICATION PLAN: 

t:."J 
.",-j.)'/ 

/;:'; ~- .-
Regular updates wil~~~ proVid~'to·· th~fManager. Operational Au?its andlor the, A~dit 
Sponsor (as,detelml~ed);at,key mll~~ones dunng the,course of the audit. All commumcatlOn 
protocols Will be clanfied'j5~p{ to t~, audit commencmg. 

RESOURCING: . ,'9/ 
The audit will be undertaken by Ms Marita Luxton of BDO Kendalls on behalf of the Audit 
and Operational Review Unit. 

REPORTING ARRANGEMENTS: 

A written report will be provided to the Manager. Operational Audits as soon as possible 
following the conclusion of the audit activity but not later than four (4) weeks, The report 
format and standard will be as determined by the Manager. Operational Audits. 

TIMEFRAME: 

The audit will commence on 4 April 2007 and is expected to be completed by 25 May 2007. 
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REFERENCE MATERIAL: 

COllfidential 

Queensland Health Policy 28028: Emergency Preparedness and Continuity Management 
Policy - June 2005 

Australian Standard: PlO/wing/or Emergencies - Health Care Facilities AS 4083:1997 

Australian and New Zealand Standard: Business Contilllti~y Management HB 221 :2004 

Queensland Health Operational Audit Reports: Emergency Preparedness and Continuity 
Management 2006 

At"/U mul Operational Re"iew Unit 

-', .. ~} 
'~...:..... ' 

JUlle 1007 
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APPENDIX B 

Confidential 

EMERGENCY PREPAREDNESS, DISASTER 
MANAGEMENT AND BUSINESS CONTINUITY 

PLAN DEVELOPMENT/ SELF ASSESSMENT CHECKLIST 
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The following is provided as a guide to the development of Emergency Preparedness 
Plans, or alternatively, as a self assessment tool for detailed review of the adequacy and 
effectiveness of developed plans. 

It draws on Queensland Health's Emergency Preparedness and Continuity Management 
Policy, Guidelines and Program ("the Framework") including, et al: 

• Queensland Health Disaster Plan 2002; 
• Queensland Health Policy Statement 28028 - Emergency Preparedness and 

Continuity Management; 
• Queensland Health Integrated Risk Management Framework (QHEPS 15232); 
• Queensland Health Information Security Policy (QHEPS 3485); and 
• Queensland Health Information Security Standard 9 - Business Continuity 

Management (QHEPS 23724). 

This Framework is patt of, and in support of, the Queensll!!litGovemrnent's project for 
the safety and security of Queensland in: ,,:f . 

. ("?'.';-~~,,.. 

• The preparation for, prevention of, respO)is~:.to a;ili~'recovery from ten'orism 
related incidents, as set out in the Que!,l~la!1fl Goverrlffi~J).J. Counter-Ten'orism 
Strategy 2005-2007, and consisten(\)ivi!~)he, Natioll~f Counter-Terrorism 
Framework; ." ". < 

• The protection and resilience ofiutrastructur(ji~!Il.l~, 
• The protection of critical infrastnipture ftom tertbrism. 

'~~. ,' ... '~~-"'- "-' ,. 

The Framework is also baseq,onp!nd supp6rts compliance with and implementation of, 
relevant Legislation, PolicieS; Standards and key documents including: 

'/', \-1 'o~ 

. ""\,>\,/- Tt"" 
• Disaster Man?geWep.t AcN003: • 
• State CoulJ,ter'Disa§~tJ'lan'~QP I; 
• Queenslanq.\Qovemme~s Coffiiter Tenorism Strategy 2005-2007 
• Queensland Gp,yemmeitJ Infrastructure Protection and Resilience Framework; 
• Queensland GOVClJlI1lel1t Plan for the Protection of Critical Infrastructure from 

TetTOrism ''1F 
? 

• Standards Australia and New Zealand - AS/NZS 4360 - 2004 Risk Management 
• Standards Australia and New Zealand- HB 221 :2004 Business Continuity 

Management; 
• Australian Standard - AS 4083-1997 Planning for Emergencies - Health Care 

Facilities; and 
• Queensland Govelllment Information Standard J 8 -Information Security. 
• HB23 I :2000 InfOlmation Security Risk Management Guidelines, 

Note: this guide / self aS~'essl1lent tool is all outlille slll1llllary of key matters to be 
addressed ill preparillg, testing allll mailltaillillg emergency, disaster recovery alld 
busilless continuity plalls. It is nof, amI should 1I0t be relied UpOIl as beillg, a 
cOlllpl'ehellSive checklist of al/mattel's to be cOllsit/e/'ed alld addressed ill prepal'ing, 
testillg and II/aintail/illg emergellcy, disaster recovery amI bus;'le~'s cOlltilluity plalls. 
It does 1I0t, amI is 1I0te intellded fo, replace the lIeed for full review al/d 
IlIIderstamlillg of source {/uthoritative docul1lellts. 

Audit and Operafiollal Review Unit May 2007 
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Has the facility been identified and classified (and advised 
classification) as a critical infrastructure? If so, what is its rating: 

• Vital; 
• Major; 
• Significant; and 
• Limited. 

Is the facility owned and operated by 

Conjident;{l{ 

If not, provide details of occupancy arrangements, including any arrangements 
regarding responsibility for Emergency Preparedness, Disaster Recovery and Business 
Continuity Planning: .;>, . 

. ~. '~k:~ 
... ........ ......... . . . ...... ...... .... " ...................... ........ ··.t·=: .. • .... .!··~ .................. · .. 

-,A,~ .~~ 0·';-_'" 

:::::::::::: :::::::::::::: :: ::::::::: :::::::::::::::::::::: :>t(:::::;;: :::::::::~~~~~:;:::::::::: 

Identify any other tenants within premises owned andlor~ofi~r~ted by Queensland 
Health: "';'';;:''- . 

~\//' 

• 
• 
• 

... ~" ';.:~' .................................. . 

,:, 
• ••••••••• t..1 . .......................................... .. 

apl)lIe:d in identifying and assessing risk (where 
l'lL,1>Ji.>OU Risk Management). 

taken to the identification and assessment of risk? 

Has risk identification and assessment 

• Identification of essential or key elements within the asset (critical nodes); 
• Consideration of whether the infrashucture is a producer of products that could 

be used by, or are of interest to a terrorist; 
• Identification of possible threats, including threat of vulnerability to terrorism; 
• Determination of risks that require/do not require treatment; 
• Means by which an attack could be mounted; 
• Vulnerability assessment covering personnel and the site; 
• Levels of consequential impact; 
• Off-site interdependencies. 

Audit and Operational Rel'iew Unit May 2007 
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Have anangements, witllhl the facility, been established with Qld Police Service and 
other govemment agencies as appropriate, for the provision of infonnation and 
guidance in relation to the conduct of risk assessments, including the provision of 
relevant information, in accordance with Queensland anangements? 

Briefly describe or provide Plan reference: ,,', "" ",',",',""',',,""',', " ',',, " , 

What other "tools' have been utilised in identifying and assessing the level of risk for 
infrastructure, for example: 

• National Counter TelTorism Alerts; 

• Individual asset and industry sector threat assessments, ri,sk,context statements 
and security intelligence; " -. 

"~o~~. 
• Others: .. , .... , .................. , ........ , ...... ........ .. ,~'" '~"'~'1 

• - -.= .• 

• 
i:;' 

Have processes, forums and reporting stluctures been for ongoing 
monitoring and review of risk assessments, iQ p,articular 

\~¥:~i;:?:--",,,-
t'. ~, .-;:--". 

• There has been a change in the threat oN~t~,~tegic;<?>f1text; 
• The nature of the asset has changed; 'f: Y 

• A major risk treatment ha{ been applied (i~ .. l!n event has occulTed and been 
treated), ""':,,' ,1/ 

/.' 
Briefly describe or pr~:y;j(Je refer,ence""., , ... , , , , , , , , ....... , .. , .. , , .. , . , .. , , , , . , , , , 
..................... ... . .f.:. ~,,:~~ . ... . ... . 

How InC:lUC1In" counter-telTorism 
context) performed? 

• 
If the facility has been identified and classified (and advised of identification and 
classification) as a critical infrastructure rated: 

• 'Vital' or 'Major': has full review been conducted annually unless othelwise 
regulated; 

• 'Significant' or 'Limited': has full review been conducted every 2 years unless 
otherwise regulated, 

When was the last full review perfOlmed? .. ... ............ , ............................. , 
When is the next scheduled full review? ................................ ... .............. .. 
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Have security risk assessments and plans been developed, including in the context of 
counter terrorism? 

Do Security Plans address matters such as: 

• Location and nature of the facility; 
• Key systems and processes; 
• Personnel and other resources; 
• Existing counter-terrorism alert levels; 
• Risk mitigation strategies; 
• Deterrence, detection, media management and response arrangements, 

Do security plans address: 

Persollllel Seclll'ity - considering for example: 

• 
• 
• 
• 

Access of personnel to facilities; 
Personal identification requirements; 
Visitor/contractor escOlt requirements; 
Increased access ['(' ~troictiotlli(leI'tificati;g~l. requirem(i;its,under increased 
National Alert Level 

Vehicle Access-

• Controlling or limited ac(;essJ'rtinder~:rQ.uild or proximate car parts, loading 
docks, and vehic!l~aCC-~j· p()illt:sJ 

• Increased cOlntl'!~1 Tf",u.irei'neihts increased National Alelt Level. 

IlIcidellt Repol'tillg - and reporting protocols and 
procedures for reporting suspqfi9.\~S(:lctiivity to nominated personnel and/or the 
Queensland Police Service (as pe,~essary) , 

Mail/Pm'cel Receiptillg Arrallgemellts - addressing procedures for accepting and 
opening mail and parcels (including courier deliveries), and considering links to 
relevant procedures included in on-site emergency response plans in relation to mail 
(eg 'white powder' incidentslletter bombs), 

arrangements 
to hospital facilities, for example, potential impacts on supply of electricity, water, 
telecommunications and the security of air conditioning systems (including 
accessibility to inlet ducts etc), 

A IIdi, and Opel'atiollal Review Unit May 2007 
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Staff Awarelless alld Tl'aillillg - increasing staff vigilance for effective and cost 
effective way to improve secmity. Security plans to address strategies to ensure staff 
awareness of counter-terrorism issues and department procedures (eg include security 
briefings in staff induction and awareness programs). 

Roles ali(I Respollsibilities - nomination of key security personnel within areas and 
within each key asset, allocation of clear roles and responsibilities, contact details, 
command and control structures? 

Is the facility in a multi-tenanted building? If so, have general security plans been 
developed in consultation with the building owner and other tenants? 

Do Security Plans take account of arrangements and procedures for each national 
counter-terrorism alert level? 

Has/does the facility consult with relevant government agel1ctes~d the Queensland 
Policy Service to ensure that their security plans and al1angements'~arll able to respond 
to changes in the threat level and/or National Counter"Terrorism AI~rtLevel? 

",~~r?~:c<. );':'" j/" 
Have standard operating procedures been formally esiliHJished' and communicated to 
staff for actions and responsibilities in the eV,en! of a secii'fity,related incident? 

"1 ,: __ ~.,. - ',~?",,~,.< 

i:\,'2-: ' -"-' 't~'~-' 

\'\ ~lT;~'f:~~-:/~ " When were these established? ... · ........................................ ~~~; ........ ·t ....... f .. 

Are standard operating procedures regularly revie}\'cd and tested to ensure they 
provide comprehensive gui9$ljres f6~.i~affl:'·'I-i5· 

~~' . ""/~:,::."'i:'>. 

Howoften? ...... "'7~'~~; """" " '~\~~~~": '" j-~~( .............. ................................... . 
When was the last review,~{ld testirig: perfOlmed? ........................................ .. 
When is the next review a1t"il:t\(stini;~cheduled to be perfOlmed? ....................... . 
Are details and results of eacll't~tibg documented for future planned testing and 
review? ?" 

"'-I 1'\1(1 :-':0 
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Are separate necessary 
infrastl1lctureldifferent emergencies? 

Identify and respond for each emergency type: 

parts of 

• Intel'nal Emergency (eg failure or threat to essential services or hazardous 
substance incident; illegal occupancy); 

COIl/idelllial 

• Personal Threat (eg armed or unanned person/s threatening injury to others/s 
or themselves); 

• Fire/Smoke Emergellcy; 
• }Jomb/Arsoll Threat; 

• Evacuatioll; 

• RYfel'1lal Emergellcy (eg natural disasters). ,. ... ~ .... 
E/ .~. 

/-{ 
/":'i -

.,//"" 
,/. ~\ "'<~ -" 

.? '1>.. ''''~'" 
• Arsoll (eg aimed at diverting attention fi'omg(6re sqlister attadOic,' 
• Bombs or explosive devices (eg parcelJpacttag~"'J!9stDr couritif; human-

backpack); / 

Identify and respond for terrorist threats: 

• Groulld velricle, waterbome vehickora;rcmji; 
• Cyber (eg hacking info infonnation systerns);,o_ 
• Firearm or weapolIs; \ .--
• Hijack (eg transport vehicJ~ or: v.essels c~I1'Ying hazardous materials); 
• Kidllappillg (eg kidnappiiiofk~~ persOlu~1'I taking hostages - staff and/or 

patients); '<}". P;- ';'/ 

• Scare tactics (hoax pno'ie,cans~·.·sl!spici;;us mail I packages, threatening graffiti 
etc to undermi.nfthe confiqe)ICe Bf;s~curity arrangements); 

:<""~:":~f~ .. ?.{~f?l )~ 
Identify and respond for eaclb part oj!infrastl1lcture type: 

• -'.'- ='0.;,. :.:" 

'~;~'t-fl"-
• ............................ ~.~: .............................. , .. 
• 
• 
• 
• 
• 
• 

Audit and Operational Re\'iew UJ1it May 1007 

SOQ.001.001.2735



OpemtioJlal Audit of Emergency Prepllredness alld Continuity /'v/mwgemellt 
- COIl1orate N/ul1agemellt 

Do plans address, for example: 

• Hazard identification; 
• Personnel safety; 
• Site safely; 
• Emergency notification procedures; 
• On-site emergency equipment; 
• Media management; 
• Roles,l'esponsibilities and contacts of key staff. 

Do plans outline reporting and command and control stlUctures? 

Confidential 

Do on-site emergency response plans include additional mitigating all"angements for 
tell"orism threats (with inputs from other relevant agencies - as .o6ted above)? 

A"i:~' 
.,~7~'.}:c:""" 

Are internal on-site emergency response plans reviewedlteSj;:datie.(lst annually? 
~.,:\"\o. \ '::'::.-::~ 

F f' ./ \. requency 0 testmg ... . . ... ............... .. .... . . .. ... . , ~<: . .. '" ".ff 
Date oflast testing .......... .. ....... .... .. .. ....... ... ~·: .c,:·:-,. /"'. " 
Shedld " f' ,'./ cue ttmmg 0 next testtng ..... .. .... .. .. .. . ... ..... "". "-
Are details and results of each testing documeoted for futur~pJ<Y1\Ied testing and 
review? ,7 , 

, 
Are evacuation exercises conduct55-1 at le~st annu~lly? 

. ,("f:~~. . 'i) ':::;:. ' 
Frequency of evacuatton exerclse··o~ .•... i.S"·,·,, .+. q"" .... .... ...... ... .. .. 
Date oflast evacuation exercise ..... . ,{.~" , ~ , "~ .. : it .... .. ......... ..... ... . 

";'.-- -. '7?,~ .... -', 

Scheduled timing of eV1Jcuation· e~!:Jcise·, :·, ... : ..... .. ............ . .. .. 
Are details and resultsf(JJ,;,!!ach eva'cll~tion'{xercise documented for future planned 
testing and review? '7~! .. , fi-c 

',' §.' 
."":"':.... .<;., 

Have plans been linked to local1~frangements to address the threats (including 
telTorism) within an all-hazardi approach? 

AuciillllU/ Operational Review Vuil May 2007 
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- COI1Jorate Alallogemellt 

Have arrangements to 

Confidential 

outline response strategies for any potential emergencies, including potential terrorist 
incidents or risks, as identified in the risk assessment process? 

• Exlerlwl Emergency (eg Major Incident/State Disaster Plans); 
• Medical Emergellcy 

Do plans consider arrangements for: 

• Slate Disaster arrallgemellts (Queensland Health Disaster Plans) 
• Major [lIcit/elll arrangements 
• Public Health Incidents 
• Infection or comHfullicable disease incidents 
• Biological incidents /;:~ '" '. 
• Radiological incidents ,d " 
• Chemical incidents .' " ">, .J'~,. 
• Medical evacuation alld trallsfer arrangements"\'< 

,,~ " .. 

Are on of to the lUll'U W I 

terrorist threats: 

• Biological alld ,.all'iol,ogl,a~·!/. - eg'¥eleasing\~diological or biological material 
(eg anthrax) 

• Ground vehicle, 

• Chemical -

• Hijack - eg 

Do plans outline roles, 
control structures? 

- . 
',:': -~"'"-

wl'lter,biJl'lIe velii.c,/e or aircraft 
c4er..ni(:ill,~JrrlateriElls (eg cyanide) 

f~!sels carrying hazardous materials 

contact details of key staff, command and 

Are external emergency response plans reviewed/tested at least annually? 

Frequency of testing ........................... , ........ , .. , ... 
Date oflast testing ..................................... , ...... . 
Scheduled timing of next testing ........................... .. 
Are details and results of each testing documented for future plalUled testing and 
review? 

Audit and Operational Rel'iew Ullit May 2007 
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Operatiollal Audit 0/ Emergency Prcpwwllle.u and Continuity "'fallagement 
- COIporate Managemcnt 

Have Business Continuity been developed the context the 
established high-level arrangements outlined in the State Counter Disaster Plan? 

Have Business Continuity Plans Pandemic threats been prepared? 

Has planning considered: 

• Identification and prioritisation of key bllsiness processes/de/iverab/es 
(including the processes associated with producing/delivering these key 
deliverables, and the resources needed to support the key processes); 

• Hazard identification; 
• Establishment of 1II0xillllllll acceptable outage periods for key business 

processes/deliverables and resources A:", 
• Identification of business illlpacts of key process/deIL(trabl~ interruption, 

including the impact if outages are exceeded; ,,.1' <~>" 

Confidential 

• Continllity and resumption of operations and!()~~sup\Jly (iilcluQing how and 
where resources and infrastructure essential t.Q1he running of tlfeJ(ey processes, 
will be sourced); and ' "";" ;},'\ )/ 

• Identification of recovery procet/llres for key b(js~ss processes/deliverables; 
• Identification of recovelY arrtlllgemeilfsfpr staff, ifteq\lired (eg staff 

counselling); \~ .;" >:2 ,"-
• Establishment of key staff roles/respon~i.bj/iiieS;: fpi;iact details, cOlllmand and 

control structures; ,"' ~" 'If " 
• Notification and managerilent o~~takehold~r,$, including community and media 

liaison strategies? ',>.,::: / 
-

Are plans 
When was the last 
When is the next sclledul~4'rl~vi'~wl'i~stinlg? ......................................... , ... , .... . 
What is the fonnat ofre~'ie\9'~!lS!!9g 'desktop' discussion exercises, or through 
simulated scenarios (such as ~efgenc:y evacuation testing).? 

Are details and results of each testing documented for future planned testing and 
review? 

Audit and Operational Review Ullit May 2007 
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Operational AlU/it a/Emergency Preparedness and Continllity Alal1(Jgement 
- Corporate Iv/allagement 

Are all Plans fonnally documented and distributed in authorised version control 
format to appropriate staff and locations? 

Confil/elltial 

Have protocols and procedures for communication of roles, responsibilities and 
contact details of key staff been established and implemented for activation and safe 
deactivation of plans. 

Have appropriate communication strategies, protocols and procedures been established 
to ensure effective communication and engagement arrangements within the facility 
and between the facility and other forums and arrangements that support the facility 
(eg Queensland Health, Queensland Police Service, Dept Emergency Services, Critical 
Infrastructure Protection Coordination Group, Media Liaison)? 

,/j":;" " 

Briefly outline or provide Plan reference: . L( 

... .. .................................................. ···· .. ·· .. · e · ' ·<C"'~~ 

....... ......................................................... ~;~:;,,: ..... ·~~:.·.;pf 
•..............• •...........•......•.•....•..•..•..•.... , ..... :t5:~~b't .... ~:;--" .f 

.', _.' ; ................... . ......................... . .. , ................ .- . !:;( .. 
.. , .. . ........................... . ....... , .. ... . ....................... . 

-

for informing organisational 
~merg,el)'ciy responders? Other key 

Do communication protocols 
personnel and relevant authorities·,sqc:h 
stakehoIders eg patients, sharedi-oc:cuj contractors, suppliers, media? 

Have adequate to rep011 any' or 
suspicious activity to 1ll<',~\J~""Slal,U: 

Have adequate protocols been established to identify and maintain 
points of contact within the for urgent communication of terrorist related 
threat information and n01mal communication of secmity related information? 

Have adequate protocols and procedures been established to advise the Queensland 
Police Service, Counter Ten'orism Coordination Unit, and the Department of Premier 
and Cabinet - Security Planning and Coordination of changes in emergency contact 
information to enable prompt communication of threat inf01mation to the correct 
recipient? 

Have communication protocols established to receive advice regarding changes 
in alerts, whole-of-goverrunent, inter-agency status and other intelligence is effectively 
communicated for consideration in planning and action? 

Audit alld Operational Review Unit M"y2007 
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OperatioJlal A udit of Emergency Pl'eparednen' mul Continllity A1allagcmellt 
- Corporate Alal1agemellt COlljldelJlial 

Have Emergency Preparedness Plans been implemented the following: 

• Provision of infonnation and guidance material; 
• Conduct of workshops/forums; 
• Establishment of govemance structures (eg Emergency Planning and Mgt 

Committees); 
• Conduct of reviews and audits; 
• Other ............ '" ...................................... .. 

Have 
Emergency Preparedness Plans? 

When were Plans established ................. .................. . 
What is the review/testing frequency ........................ . 
What was the last date of review/testing ................. , 

Has/does the facility participate in any exercises 
government authorities? 

When was pa11icipation ......... ,',., ........... :'t..~'Co::~:" 
What is participation frequency ....... " ....... . 
When is the next scheduled paI11icip~I,ti,0n. .. 

" 

~~I 

If the facility has been advised of identification and 
classification) as a Ifti,~IUlre.:hal;/d'Jes the hospital participate in any state 
level CIP exercises, iti~~£!;ordal~ce frequency requirements: 

• Ifrated 'Vital' or '''n;n.·' at)llea:st once annually; 

• 'T':imi,tpn' - at least once every two years. 

Audit alld Operational RCl'iew Vnit May 2007 
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Op,eralional Audit of Emergency Preparedness mul Continuity A{mU/gemelll 
- COIparole Jvlonagement Con(idential 

and classified as a critical infi'astructure, has the 
head of the facility (eg Hospital CEO) provided a signed annual statement to the 
Department of Premier and Cabinet - Security Planning and Coordination, addressing 
the validation and audit requirements set out in the National Guidelines? 

That is: 

• Date of the most recent risk assessment, which includes the counter-terrorism 
context; 

• Date of CUlTent plans (security, on-site emergency response and business 
continuity); 

• Current plans signed offby (name and position); 
• Date of last test and/or exercise of plans; 
• Date oflast audit or plans (intemal or external); 
• Audit perfolmed by (name, company and pOi,iti,on;I;;'!ind"'t-i 
• Audit results (including recommended actions artl~' tl~m;e 

Have appropriate governance, accoun~t~a~b~il~it~y~, ~~~~~~~~~~~~~~~~~4~~~~j 
established to manage tisks within area ofac"(;PJllItalbility ari!lld<e.)egatiofil? 

Have management groups/committees 
Reference of Risk Management filn.cti!m,! 

and appropriate Terms of 

Does the have a role in Groups? le is it integrated 
into existing local disaster..Jln.~n;!l~en~er~t'~rrang1em,ents through the application of the 
Local Government Guidelines? 

Does the facility have a W\,'.},ll Committees? (Have Committees been 
established locally?) 

Audit and Operllf;o"al Review Unit May 2007 
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Operational Audit o/Emergency Preparedness and Contilluity AlmU/gemelll 
- COJporafe Manogeme"t Confidential 

Has QGIA 18 - integrity and availability of infOlmation assets been 
complied with as it related to information security? 

Have information disaster recovery plans been established to include: 

• Continuity treatments for key information technology processes; 
• Recovery procedures for key information technology processes; 
• Key staff roles, responsibilities and contact details. 

Do these plans appropriately consider: 

• Data recovery arrangements; 
• Application recovery arrangements; 
• Communication alternatives; 
• Alternative hardware availability; 
• Alternative site arrangements. 

Are Security and Disaster Recovery Plans What 
is the frequency and nature of testing: 

... .... .......... .. .. . . ..... .. ........... . ... •. .•. .. . ... • ;~,>~.-. . .•.• . : ... 

. . . . . . . .. . .. . . . .. . . . . . .. . .. . . . ... . . . . . ~,~.1..:~- ;;~~~.~:~~ .. ... .. , ;\~~;. .. .. , .. , , .. 

::::::: ::: :::: :::: :: ::: ::::::: :::::: : j~ :~~:~;;~~-.~~/{.-~;: ~:,.:.-:" .~ : -: : : : :: ::: 
...... .... . .. . . . ....... . . .. . . ~:::O<:~::';'-:"!; ':'!, ' " ;',,0 ~' ... ~ .. . . .. .. . . . ... . . . ... . 

. . . . . . . .. . .. . . . .. . .. . . .. ~;';: :~~ .. '" ...... , . . ... ~.';})) ~ ...... ..... .. ... . 

Audit (Iml Operational RCl'iclV Unit May 2007 
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OperaliOlwl Audit o!EmergeJ/cy Preparedness (}lId COIltinlfity Mmwgemelll 
- Corporate Mallagemel11 

APPENDIX C 

TERMS OF REFERENCE 

AUDIT TITLE: 

COlllidential 

Operational Audit of Emergency Preparedness and Continuity Management Planning 

AUDIT OBJECTIVE: 

The objective of the audit is to assess the adequacy of Queensland Health's Corporate Office 
ability to respond and support a Health Service District in the event of an emergency 
occurring. 

The audit will be required to -

vi) Assess the adequacy of current policies and guidelines relevant to the Emergcncy 
Preparedncss and Continuity Management Plan; 

vii) Identify those areas of Corporate Office which are expected to play a role in 
supporting and coordinating a local emergency; 

viii) Assess the capacity of each area to deliver the support required; 
ix) Identify those areas of Corporate Office which are expected to have continuity 

management plans in place to sustain critical Corporate Office functions should the 
Queensland Health Building facility be compromised itself; and 

x) Assess the capacity of each of the identified business functions in (iv) above, to give 
effect to their respective continuity management plans. 

AUDIT SCOPE: 

The audit will include all areas of Corporate Office including the Area Health Services which 
should legitimately contribute to an emergency situation or be compromised by the 
Queensland Health Building facility being compromised consequent to an emergency 
incident. 

It should be noted that as a result of the recent Queensland Health restructure, Area Health 
Services may still be developing their plans in this area. In that case, this audit should 
acknowledge thcir current status and providc an opinion on the proposed direction and 
timeframes. 

DESIRED OUTCOMES: 

Provide assurance to the Executive Management Team of Queensland Health, that Corporate 
Office is adequately prepared to provide the leadership and support required to assist any 
Health Service District and/or other services in the event of an emergency occurring. 

Alldil and Operational Review Unit May 2007 
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May 2007 

SOQ.001.001.2744



Operational Audit 0(= Confidential 

APPENDIX C 

MANA GEMENT ACnON PLAN SUMMARY 

NO. 
RECOMMENDATION 

AGREE OFFICER REQUIRED COMMENTS 
OR RESPONSIBLE FOR DATE FOR 

DISAGREE IMPLEMENTATION IMPLEMENTATION 
I 
? 

3 
4 

5 
6 
7 

8 
9 
10 

Audit and Operational Review Unit May 2007 
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Operatiol/ol AlIdit 0/ Emergency Preparedness and COl1linllily Monagemelll 
- Corporate Mallugemel11 Con/idelllial 

Health Office), In this respect, Area Health Services are not always 
clear on: 

• Group ' s role in management of disaster cmergencies, and how 
this interfaces with Area Health Services responsibilities and 
accountabilities; and 

• Group's role in monitoring whole of State and reporting 
objectives to the Group and its Area Health Service 
representatives, 

Risk Asscssl1I c llt 

Llkclil lOoei Impac t Risk 

Likely Moderate Very High 

1~ (TOIIIIII\ ' lId a I JOIl III 

It is ),ecommended that the Chief Health Office)' ensu)'es -

i) )'oles, )'esponsibilities and accountabilities arc clear at all levels of 
management including Area Health Sel'Vices; 

ii) commancl ancl coo),dination networks bctween Area Health Services and 
Corporate Office are clear; 

iii) relationships with extemal agencies are clear at all levels; and 

iv) training and deyelopment responsibilities are c1eal' between the Area 
Health Services and the Emergency Management Unit. 

Managcmcnt Rcsponsc 

10 0 D I I (i) Accept Reject 

10 0 0 I I (ii) Accept Reject 

10 0 0 I I (iii) Accept Reject 

10 0 0 (iv I I 
) 

Accept Reject 

Please select Im plementat iOIl Action Officer 
Datc 

A IIdil (fnd Operational Review Unit 34 .Il1l1e 2007 
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Comments:-

Audit (lnd Operational Rel';ew Ul1it 35 

COII/ldelllial 

./lIlIe 2007 
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Operational Audit 0/ Emergency Preparedness lIIul Comilluity Management 
- Corpol'ate A'tallC/gemelll 

APPENDIX A 

TERMS OF REFERENCE 

AUDIT TITLE: 

Confidential 

Operational Audit of Emergency Preparedness and Continuity Management Planning 

AUDIT ODJECTlVE: 

The objective of the audit is to assess the adequacy of Qucensland llealth ' s Corporate Office 
ability to respond and support a Health Service District in the event of an emergency 
occurring. 

The audit will be required to -

i) Assess the adequacy of current policies and guidelines relevant to the Emergency 
Preparedness and Continuity Management Plan; 

ii) Identify those areas of Corporate Office which are expected to play a role in 
supporting and coordinating a local emergency; 

iii) Assess the capacity of each area to deliver the support required; 
iv) Identify those areas of Corporate Office which are expected to have continuity 

management plans in place to sustain critical Corporate Office functions should the 
Queensland Health Building facility be compromised itself; and 

v) Assess the capacity of each of the identified business functions in (iv) above, to give 
eftect to their respective continuity management plans. 

AUDIT SCOPE: 

The audit will include all areas of Corporate Office including the Area Health Services which 
should legitimately contribute to an emergency situation or be compromised by the 
Queensland Health Building facility being compromised consequent to an emergency 
incident. 

It should be noted that as a resnlt of the recent Queensland Health restructure, Area Health 
Services may still be developing their plans in this area. In that case, this audit should 
acknowledge their current status and provide an opinion on the proposed direction and 
timeframes. 

DESIRED OUTCOMES: 

Provide assurance to the Executive Management Tcam of Qlleensland Health, that Corporate 
Office is adequately prepared to provide the leadership and support required to assist any 
Health Service District and/or other scrvices in the event of an emergency occurring. 

Audit and Opemtiolla/ Review Ul1it Jlllle 2007 
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OH Ouerational Audit of EPCM - Corporate Management (June 2007) 

Recommendations 

I . The Executive Director Corporate Services establishes control processes for the 
confirmation, on an annual basis, that SSP roles and responsibilities for emergency 
preparedness, disaster recovery and business continuity plaJUling have been met. 

2. The Executive Director Corporate Services ensures the Business Policy and Strategy 
Unit, in forming the Emergency Preparedness Group as planned: 

a. Establishes a formal Terms Of Reference/Charter to govern its purpose, 
authority and responsibility. This Terms Of Reference/Charter should address 
as a minimum: 

i. The Group's Purpose 
u. The group's scope and functiou 

111. The groups composition 
IV. Meetings protocols 
v. Reporting and accountability structures 

b. Addresses all mat1ers for the developmeut, maintenance and testing of 
strategies, plans, manuals and processes as they relate to EPCM.in the Unit 
across the followiug minimulll areas of responsibility: 

l. Records management 
Il . Fleet management 

Ill. Travel management 
IV. Property and facilities management 

3. The Executive Director Corporate Services addresses Corporate office Services Unit 
Building Infrastructure Business Continuity Plan gaps and recommendations as 
identified 

4. The Executive Director Queensland Health Shared Service Provider: 
a. Acknowledges the importance of medical supplies in the event of disaster 

recovelY or emergency 
b. Ensures that the project to rationalise the warehousing requirements tor 

medical supplies considers the impact on disaster recovery and emergency 
preparedness in relation to the critical inventory requirements at decentralised 
locations 

® 
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5. The Executive Director Queensland Health Shared Service Provider: 
a. Confirms tbat the procedures for undertaking an emergency pay run are up to 

date, ensuring that appropriate adjustments and controls are in place 
b. Ensures the State Wide Coordinators for payroll, Supply and Finance (when 

appointed in July) review and update a strategy and plan for emergency 
preparedness for the respective systems 

6. The Executive Director Queensland Health Shared Service Provider reviews the 
Operating Level Agreement with CorpTecb to ensure that there is sufficient clarity 
relating to activities required in the event of a disaster or emergency 

7. The Chieflnformation Officer: 
a. Reports 011 the timetable for adoption or completion ofthe Crisis Management 

Plan Maintenance Process, the Information Security Strategic Plan 2007·2012 
and the adoption and testing of disaster recovery plans 

b. Considers the benefits ofa consolidated Information Security, Risk and 
Continuity program/portfolio - aligned to ISRU's governance responsibilities 

8. The Chieflnformation Officer ensures a further review is performed of the disaster 
preparedness of all key applications, including confirmation that procedures Of 

service level agreements are in place to ensure clarity and sufficiency of testing of off 
site facilities and back up generators 

9. The respective AHS GMs and the Executive Director Clinical and Statewide Services 
implement the following: 

a. To gauge the level of preparedness and adequacy of plans prepared by 
Districts/CASS in respect ofEPCM, a comprehensive self assessment (using 
the audit report proposed pro fonna as a guide) be performed by managers for 
facilities which they are responsible and accountable and reported to the 
respective GMlCASS ED 

b. Where significant progress gaps are noted, detailed actions plans should be 
reported to the respective GMlCASS ED for monitoring and follow up 
accountability 

c. A similar self assessment should be performed and reported by managers to 
the respective GMlCASS ED on an annual basis to ensure plans are reviewed 
and maintained on a frequent and timely basis in accordance with QH 
requirements and follow up accountability 
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10. The Chief Health Officer ensures: 
a. Roles, responsibilities and accountabilities are clear at all levels of 

management including AHS 
b. Command and coordination networks between AHS and Corporate Office are 

clear 
c. Relationships with extental agencies are clear at all levels 
d. Training and development responsibilities are clear between the AHS and the 

Corporate Office Emergency Management Unit 

EMT aIRed actio. (3 September 2007) 

EM[ noted: 

I. Receipt of the report and the urgency for preparation of a response to 
recommendations 

2. That there would be urgent resource implications 

Agreed action: 

1. CHO to take carriage of organising a corporate response, acknowledging that each 
AHSlDivision would need to develop an internal response plan 

2. AHS contacts for consultation in terms of responding on intental service issues are: 
a. Central - Susan Mahon 
b. Northern - Alison Faiginez 
c. Southern - Martin Jannan 

3. CHO in consultation with cro sand EO/CASS to prepare a response to each audit 
recommendation within 2 weeks (17 Sept) with a project plan to be completed within 
6 weeks (12 act) 

SOQ.001.001.2751



Queensland 
Government 
Queensland Health M MORANDUM 

To: Ms Roxanne Ramsey, General Manager, Northern Area Health Service 

Copies to: 

From: 

Subject: 

Mr Ken Whelan, NManager, Cairns Health Service District 
Dr Jeallnette Young, Chief Health Officer 

Uschi Schreiber, Director-General Contact No: 
Fax No: 

FINAL AUDIT REPORT 
OPERATIONAlEFFICIENCY AUDIT - EMERGENCY 
PREPAREDNESS AND CONTINUITY MANAGEMENT - CAIRNS 
HEAL TH SERVICE DISTRICT 

File Ref: 0652003/oti0l/613/ , 
I wish to draw to your attention the attached Final Audit Report prepared for the 
OperationalfEfficiency Audit of Emergency Preparedness and Continuity Management which 
was completed by the Audit and Operational Review Unit recently at the Cairns Health 
Service District. 

The District has given a target date of July 2007 as a timeframe for the implementation of the 
recommendations. I would be pleased if you could provide an update of the status of the 
implementation progress, using the attached Action Plan, to Mr Pat Culpan, NDirector, Audit 
and Operational Review by 24 November 2006. 

If you should have any enquiries regarding this matter, please do not hesitate to contact Mr 
Culpanon_ 

/C{~21! 
" Uschi Shreiber 

Director-General 
I I 

G:\AOR\Audit\2005-06\52 - Statewide Audit of Special ProjcctslOperational EfticieneylEMERGENCY PREPAREDNESS 
PROGRAMlRcports\l'inal R~portslMell1o to GMs from DG - Cairns.doe 
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Queensland 
Government 
Queensland Health 

FINAL AUDIT REPORT 

OPERATIONAL/EFFICIENCY AUDIT 

EMERGENCY PREPAREDNESS AND 
CONTINUITY MANAGEMENT 

CAIRNS HEALTH SERVICE DISTRICT 

SEPTEMBER 2006 

Audit and Operational Review Unit 
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QUEENSLAND HEALTH 
OPERATIONAL AND EFFICIENCY AUDIT 

EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 

EXECUTIVE SUMMARY 

BACKGROUND AND FRAMEWORK OF REVIEW 

Queensland Health has established its Emergency Preparedness and Continuity Management Policy, 
Guidelines and Program to support its preparedness and capability to preven', respond to, and recover 
from an emergency event such 8S: 

• A cyclone, earthquake. flood, storm, storm tide, tornado, tsunami, volcanic eruption or other 
natural happening; 

• An explosion or"ilre, a chemical, fuel or oil spill, or gas leak; 
• An infestation, plague or epidemic; 
• A failure of, or disruption to, an essential service or infrastructure; 
• All attack against the State (eg terrorism); 
• Medical emergency; 
• Accident, a bus or aircraft crash or major industrial accident; 
• Threat to or on a person; 
• A release of a chemical, biological or radiological agent; amI/or 
• Any other similar event. 

Queensland Health's Emergency Preparedness and Continuity Management Policy, Guidelines and 
Program ("the Framework") include, et al: 

• Queensland Health Disaster Plan 2002; 
• Queensland Health Policy Statement 28028 - Emergency Preparedness and Continuity 

Management; 
• Queensland Health Integrated Risk Management Framework (QHEPS 15232); 
• Queensland Health Information Security Policy (QHEPS 3485); and 
• Queensland Health Information Security Standard 9 - Business Continuity Management 

(QHEPS 23724). 

This Framework is part of, and in support of, the Queensland Government's project for the safety and 
security of Queensland in: 

• The preparation for, prevention of, response to and recovery from terrorism related incidents, 
as set out in the Queensland Govenunent Counter· Terrorism Strategy 2005·2007, and 
consistent with the National Counter-Terrorism Framework; 

• The protection and resilience of infrastructure; and 
• The protection of critical infrastructure from terrorism. 

The Framework is also based on, and supports compliance with and implementation of, relevant 
Legislation, Policies, Standards and key documents including: 

• Disaster Management Act 2003; 
• State Counter Disaster Plan 2001; 
• Queensland Goverrunent Counter Terrorism Strategy 2005·2007 
• Queensland Government Infrastructure Protection and Resilience Framework; 
• Queensland Government Plan for the Protection of Critical Infrastructure from Terrorism 
• Standards Australia and New Zealand· AS/NZS 4360 • 2004 - Risk Management 
• Standards Australia and New Zealand· HB 221 :2004 Business Continuity Management; 
• Australian Standard - AS 4083·1997 Planning for Emergencies - Health Care Facilities; and 
• Queensland Government Information Standard 18 - Infonn.tion Security. 

BOO KENDALLS Page 10f2 SEPTEMBER 2006 
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QUEENSLAND HEALTH 
OPERATIONAL AND EFFICIENCY AUDIT 

EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 

EXECUTIVE SUMMARY 

OBJECTIVE OF REVIEW 

The overall objective of the review has been to ensure Queensland Health Executives are managing, 
(through the establishment and implementation of adequate and effective frameworks. strategie •• plan •• 
policies and procedures) the risks associated with emergency, disaster, security, contingency, asset 
protection and resilience management in accordance with the Framework to enable effective response 
and service continuity. 

SCOPE AND NATURE OF REVIEW PROCEDURES 

Review ha. been perfonned on a sample basis acro •• the following Health Service Districts: 

• Southern Are. Health Service - Princess Alexandra Hospital Health Service District 
• Southern Area Health Service - Gold Coast Health Service District 
• Northern Area Health Service - Cairns Health Service District 
• Northern Area Health Service - Innisfail Healtll Service District 
• Central Area Health Service - Gladstone Health Service District 
• Central Area Health Service - Central Highlands Health Service District 

Our review was a high-level desktop review for the purposes of gauging implementation progress and 
identifying areas for further focus and development. 

Our review procedures took the form of: 

• Discussions with key officers at hospital based facilities and inter-agency representatives; and 
• High-level review of plans, policies, procedures and related documentation as presented to us. 

Our review procedures have not. and should not be relied upon by any parties as having. sought to test 
or provide validations or assurances in relation to: 

• Completeness for all matters that may be identified .ndlor require further focus and 
development; 

• Detailed compliance with all ondlor specific legislation. standards. policies andlor guidelines; 
andlor 

• Practical ability for plans. policies and procedures to successfully deter. mitigate. respond to 
ancVor recover from disaster emergencies in test exercise or actual incident situations. 

Review has been perfonned by BDO Kendalls as a party independent to Queensland Health. Review 
has been performed under the direction of, and for, Queensland Health and the Acting Senior Director. 
Assurance and Risk Advisory Services and should not be released to or relied upon by any other party 
without BDO Kendalls' prior knowledge and express consent. unless under obligation and direction at 
law. 
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QUEENSLAND HEALTH 
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 

CAIRNS HEALTH SERVICE DISTRICT 

SUMMARY OBSERVATIONS 

The Cairns Health Service District (CHSD) comprises the hospital facilities at Cairns (3~6 beds), 
Coolctown (14 beds), Gordonvale (14 beds), Mossman (24 beds) and Yarrabah (8 beds). The Cairns 
Hospital is one of three tertiary level f8cilities in Queensland, providing care in all major adult 
specialities, including Hospital, Surgical, Medical, Clinics, Allied Health, Outreach, Aged Care and 
other services. The Health Service District employs more than 2,500 staff. 

The CHSD has performed an all-hazards security risk identification, assessment and treatment planning 
exercise for the development of its overall hospital facility Security Strategy and Emergency 
Preparedness and Continuity Management Project. 

It has also prepared and Emergency Plan, supported by specific incident Emergency Response Plans in 
accordance with Australian Standard AS 4083-1997 - Plalming for Emergencies in Health Care 
Facilities. Plans are appropriately supported by related policies and procedures as required. 

The CHSD has not however formally performed an all-hazards whole-of-business risk assessment 
process to collectively identify existing contingency and continuity arrangements and gaps, although 
contingency and continuity arrangements are addressed in the context of specific emergency responses 
through existing Security Risk Assessment and Treatment Plans, Emergency Plans and incident 
specific Emergency Response Plans. 

The following provides high-level and specific matters for consideration by the Disaster Plamling 
Committee in undertaking further plan development and maintenance work in relation to: 

• All-hazards whole-of-business approach to contingency and business continuity planning; 
• Actioning reconunendations arising from Counter Terrorism Security Risk Assessment For 

Cairns Base Hospital (June 2005) - Emergency Preparedness And Continuity Management 
Project; 

• Further Emergency Plan development; and 
• Review and Assurance. 
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CAIRNS HEALTH SERVICE DISTRICT 

1. ALL-HAZARDS WHOLE-OF-BUSINESS APPROACH TO CONTINGENCY AND 
BUSINESS CONTINUITY PLANNING 

Mat/e, Noted Risk/Action Prlorily - High 

The aim of business contingency and continuity planning in an asset protection and resilience, 
emergency pJanning and continuity management context is to enable the restoration of nonnal business 
operations as soon as feasible following a critical incident. The plans serve to enable Ihe hospital to 
establish disaster recovery and business resumption strategies to support its business in the event of any 
critical incident, regardless of its nature and source. 

To a large extent, asset protection and resilience, contingency and continuity arrangements are 
addressed in the context of specific emergency responses through existing Security Risk Assessment 
and Treatment Plans, Emergency Plans and incidenl specific Emergency Response Plans. Similarly, 
work currenlly being performed ill the preparation of Pandemic Influenza Plans are also expected to 
identify contingency and conlinuity risks equally applicable to whole-of-business risk and planning 
scenarios. 

To date however, the CHSD has not performed a high-level, all-hazards continuity risk identification 
and assessment process to form the basis of preparation of whole-ofbusiness asset protection and 
resilience, contingency and continuity plans, in accordance with applicable Queensland Government 
and Queensland Health Frameworks, Policies and Guidelines and other recognised best practice 
standards. 

Recommendatloll 

It is recommended that an all-hazards whole-of-business process be undertaken, considering and being 
based on requirements and best practice standards established by the following: 

• Queensland Health Policy 28028: Emergency Preporedness and Continuity Management 
Policy (June 2005); 

• Queensland Government Infrastructure Protection and Resilience Framework; 
• Australian and New Standard ASINZS 4360:2004 - Risk Management; and 
• Australian and New Zealand Standard HB 221 :2004 - Business Continuity Management. 

Other relevant references include: 

• HB23l :2000 Information Security Risk Management Guidelines (for information security); 
• National Guidelines for the Protection or Critical Infrostructure From Terrorism (for critical 

infrastructure); and 
• Business Continuity Management: Keeping the Wheels in Motion - A Guide to Effective 

Control (Australian National Audit Office). 

Based on the above, the framework and process should incorporate: 

• Identification of essential or key elements within the asset (tangible and intongible); 
• Identification and assessment ofpossihle all-hazard continuity threats and risks ond levels of 

consequential impact; 
• Off-site interdependencies and other contingency and continuity strategies, plans, controls and 

procedures; and 
• Determination of risks that require/do not require treatment, and development of treatment 

plans for unacceptable risk exposures. 
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CAlRNS HEALTH SERVICE DISTRICT 

Mallagemellt Respollse 

Recommendations Accepted: YES 

Management Action Pia" 

RtspOIlSible OjJIcer Target Date 
Steven Tresidder - July 2007 
Acting District Director of Corporate Services 
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QUEENSLAND HEALTH 
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 

CAIRNS HEALTH SERVICE DISTRICT 

2. COUNTER TERRORISM SECURITY RISK ASSESSMENT FOR CAIRNS BASE 
HOSPITAL (JUNE 2005) - EMERGENCY PREPAREDNESS AND CONTINUITY 
MANAGEMENT PROJECT 

Backgroulld 

The CHSD has performed a security risk assessment to ensure its security measures are adequate and 
consistent with the standards defined in the Department of Premier and Cabinet - Government Agency 
Preparedness Document Assessment has been preformed based on recognised best practice standard 
tools and appropriately identifies and considers critical assets, premises, essential elements and 
servir.es, location and geography, capacity, site wlnerabilities, and national security threat levels. 

Security risks assessed by scenario analysis appropriately inclnde: 

• Arson • Cyber attacks 
• CBR Incidents • Utilities security 
• Bombs/explosives • Emergency power capability 
• Firm arm or weapon vulnerability • Security planning 

Existing hospital security regimes provide: 

• Security Field Officer Structure; 
• 35 CCTV throughout campus with constant surveillance within the Security Control Station; 
• Duress alarms in designated areas; and 
• Electronic Access Control system throughout the campus in key areas. Staff ID cards 

(proximity cards) facilitate access to authorised locations. Other areas controlled by a key 
system. 

Matter Noled Rlsk/Actioll Priority - High 

We were advised that the report of risk assessment, and self-assessed recommendations was provided 
10 Queensland Health Corporate Office for consideralion and incorporation into whole-of-agency 
counter terrorism security plaJUling processes, The report included self-assessed reconunendations, 
identifying progress in implementalion of mitigation strategy enhancements as outlined below. 

DocUlnelll role of emergency 
core position descriptions. 

officers within 

filters) shower etc) to be stored in reality 
accessible and secure location. 

Emergency Departmont (ED) .rea to minimise 
contamination. 

4. Provide suitable equipment for crowd control 
and management such as barricades, signage, 
privacy screens, met tags, property tags, 
disposable clothing and industrial quality bags. 

Complete. 

liS a strategy, 
however ulllikely 10 be (lc/lolletl 011 a cosVbellejil 
basis. This matter /rIIS been raised to the 
attell/loll 0/ QH Corpora le. 

Complete risk 
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5. Establish a central delivery location to receive Complete for reasonable risk mitigation. 
courier deliveries and minimise uncontrolled 
access of couriers to many parts of the campus. 

6. Educate staff, including cleaners and Complete for reasonable mitigation. 
maintenance staff, to be alert of suspicious parcels 
in their area of work, and their response 
procedures. 

7. Consider the possibility ofa policy for lawful Complete for reasonable mitigation. 
search of patielllslvisitors that includes clearly 
articulated procedures, comprehensive staff 
training and appropriate back up. 

8. Security Officer's training to include counter- Complete for reasonable mitigation. 
terrorism awareness. 

9. Provide security of identified utilities in the Nol yel eSlabllshed. Preparatioll olllslalldillg 10 
even'. of changes to the National Alert Level. priority resollree allocalloll. 
Additional security many include security locking 
to inspection pits, physical barriers to supply 
links, increased security presence, physical access 
controls and increased staff awareness and 
training. 

10. Assess emergency power capability to support Complete for reasonable mitigation. 
campus expansion requirements and sustain 
critical services, The expansion may include a 
field hospital environment in front of the hospital. 

11. Include in staff orientation education to ensure Complete for reasonable mitigation. 
stafT awareness of terrorism issues, including: 

• Information security - prevention 
through vigilance 

• Key managers educated in the current 
procedures for building key management 

• Procedures relating to use of proximity 
cards 

• Staff alert to suspicious behaviour, 
vehicles and notification procedures. 

12. Develop security sub plans fat identified Addressed in Emergency Response Plans, specific 
areas which require specific plans cg dangerous roles and responsibilities, sub plans for ED etc. 
goods stores, generation stations, pathologies etc. Not currently able to provide Queensland Fire and 

Rescue Service with a list of dangerous goods 
without a knowledgeable person to advise. 
Implementing database system to provide listing 
of all goods at any time. 

13. Develop campus security plan to cover each Nol yel eSlablished. Preparlllioll olllstalldillg 10 
of the four levels of National Alert to enable rapid pl'iority resource allocatio". 
escalation/de-escalation of security amugements 
as required. 
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Recommelldation 

It is I ecommended that: 

• Security Plans be developed alld formalised to address the chain of command, engagement 
and communication procedures and protocols for receiving/communicating advice of changes 
in National Alert Levels (for example, with Queensland Health, Health Services Directorate, 
Intemal Emergency Response and General Security Unit, and Queenslalld Police Services). 

• Security Plans be further developed for procedures and protocols 10 be acliolled on 
escalationlde-escalation of National Alert Levels. Requirements should be determined on 
guidance from Queensland Health, Health Services Direclorate, Intemal Emergency 
Response and General Security Unit. 

Mallagement Respollse 

Recommendations Accepted: YES 

Mallagemellt Actloll Plall 

ResPollsible Officer Target Dot. 
Steven Tresidder - July 2007 
Acting District Director of Corpora le Services 

~. 
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'3. CAIRNS HEAL TU SERVICE DISTRICT - EMERGENCY PLAN 

Maller Noted Risk/Act/on Prlorily - Hlglf 

An Emergency Plan including a high-level Emergency Plan for applicalion in all disasler emergency 
incidents, has been approprialely prepared. A number of mallers noled for further developmenl of Ihe 
Emergency Plan and/or specific Emergency Response Plans are as outlined below. 

Response Plans approprialely address bOlh internal 
and external emergencies, with reference to 
coordination with Far North Queensland's 
Emergency Medical Syslem Plan and Ihe 
Queensland Heallh Disasler Plan as required. 

As appropriale, role references for specific 
emergency incidenls address protocols for media and 
public relations responses. 

Specific incident Emergency Response Plan for 
Internal Emergencies (Code Yellow) has been 
eSlablished in accordance wilh AS 4083-1997 -
Planning for Emergencies in Health Care Facililies. 

emergency response plan activation phases, 
including Ihe declaralion of 'all clear' for re-enlry 
and occupation. 

Emergency Response 
Smok,>iFire (Code Red) has been established in 
accordance wilh AS 4083-1997 - Planning for 
Emergencies in Health Care Facililies. 

Personal Threal (Code Purple) has been eSlablished 
in accordance wilh AS 4083-1997 - Planning for 
Emergencies in Health Care Facilities. 

Disasler Managemenl Groups and Plans for inler 
agency engagement and coordination in managing a 
disaster emergency incident. 

It is recommended Ihal the Emergency Plan - Code 
Brown - EXlernal Disasler Plan provide further 
reference/link to Ihe Local Disasler Management 
Plan and the Districl Disaster Manual Plan for access 
as required. 

It is Emergency 
al a high level for reference by all slaff, Ihe chain of 
command and authorily for media and public 
relations responses. This ShOll Id be in accordance 
wilh Queensland Health Media Policy and Contact 
Guidelines. 

It is recommended Emergency 
Response Plan provide further reference/link 10: 

• Established procedures and Irealmenl plans 
for hazardous substances; and 

• Contingency plans for continuity in 
operations and essential services. 

Evacualion (Code Orange) specifically provide 
response procedure for declaration and 
communication of'all clear' by Ihe Emergency 
Controller (consistent wilh Ihe Emergency Plan). 

for SmokeIFire (Code Red) specifically provide for 
post incident checking, testing and replacement of 
equipment as necessary. 

recommended Ihat plans provide guidance and 
include recording lemplales for any idenlilYing 
characteristics of the perpetrator including location, 
identity, age, sex, accent or speech impediment, 
background sounds elc. 
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Mallagemellt RespoIIse 

Recommendations Accepted: YES 

Management Action Plall 

Respolls/ble Officer Target Date 
Steven Tresidder- July 2007 
Acting District Director of Corporate Services 
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4. REVIEW AND ASSURANCE 

Ma«erNolen Risk/Acdoll Prior/I)!- Hlg/. 

Under the Queensland Government's Infrastructure Protection Rnd Resilience Framework, the CHSD 
has been classified as a Critical [nfrastructure Asset of 'Significance'. 

The Framework recommends, for significant assets, review and audit of all protection plans be 
perfomlcd on an annual basis. 

In addition, the Framework recommends that the Chief Executive Officer of the Hospital provide Rn 
.nnual statement to the Department ofParHament and Cabinet (Security Planning and Coordination) to 
address the validation and audit requirements including: 

• Date of the most recent risk assessment, which includes the counter~terrorism context; 
• Date of current plans (security, on-site emergency response and business continuity); 
• Current plans signed offby (name and position); 
• Date of last test and/or exercise of plans; 
• Date of last audit or plans (intemRI or external); 
• Audit performed by (name, company and position); and 
• Audit results (including recommended actions and those implemented). 

In practice, the CHSD performs reviews on regular basis as resource pennit. The CHSD was not aware 
of its classification as a 'Significant' Critical Infrastructure Asset and the associated review and 
assurance requirements of this classification. 

Recommendatloll 

As a 'Significant' Critical Infrastructure Asset, it is recommended that risk profiles and plans 
associated with the CHSD's Emergency Preparedness and Continuity Management Framework 
(inctuding those relating to infrastructure resilience and protection from terrorist threRts and activities) 
be reviewed on an annual basis, or more frequently for changing internal and external circumstances. 
Furthermore, underlying risk profiles should be re-assessment ill detail every two years. 

Based on review and assurance activities undertaken, it is reconunended that quality procedures include 
the issue of certificRtion as set out above to the Department of Parliament and Cabinet (Security 
Planning and Coordination) on an 8!mual basis. 

Management RespoIIse 

Reconunendations Accepted: YES 

Mallagemelll Aclioll Plall 

RespolIsible Officer TarxelDale 
Steven Tresidder- July 2007 
Acting District Director of Corporate Services 
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