
NO. I RECOMMENDATION 

3 I It is recommended that the Emergency Procedure Manual 
establish formal protocols for whole-of-business 
communications, addressing specifically; 

• Protocols and procedures for plan activation phases: 
alert, notification, standby, activation, escalation, stand­
down and cancellation (eg on false alarm); 

• Protocols for internal communications, communications 
with Queensland Health (eg Health Services 
Directorate, Internal Emergency Response and General 
Security), Local Disaster Management Groups, District 
Disaster Management Groups, other agency networks; 
and 

• Protocols for communication with other relevant 
parties, stakeholders and media 

4 I It is recommended that requirements, risk based business 
case risk analysis and budget reinstatement/allocation 
matters relating to the development of communication 
contingency systems be raised for further consideration 
with Queensland Health Corporate Office for further 
consideration and decision making. 

RESPONSIBILITY 

District Manager/ 
Acting District 

Manager 

District Manager/ 
Acting District 

Manager 
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the coming 
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Queensland 
Government 
Queensland Health MEMORANDUM 

To: Ms Gloria Wall ace, General Manager, Southern Area Health Service 

Copies to: Dr David Theiie, Clinical CEO, Princess Alexandra Hospital Health Service 
District 

From: 

Subject: 

Dr Jeannette YOllng, Chief Health Officer 

Uschi Schreiber, Director-General Contact No: 
Fax No: 

FINAL AUDIT REPORT 
OPERATIONAlEFFICIENCY AUDIT - EMERGENCY 
PREPAREDNESS AND CONTINUITY MANAGEMENT - PRINCESS 
ALEXANDRA HOSPITAL HEALTH SERVICE DISTRICT 

File Ref: 0652003/PUOt./bI3Sr-" 

I wish to draw to your attention the attached Final Audit Report prepared for the 
OperationallEfficiency Audit of Emergency Preparedness and Continuity Management which 
was completed by the Audit and Operational Review Unit recently at the Princess Alexandra 
Hospital Health Service District. 

The District has not yet given a timeframe for the implementation of the reconunendations, 
I would be pleased if you could provide an update of the status of the implementation 
progress, llsing the attached Action Plan, to Mr Pat Culpan, AlDirector, Audit and 
Operational Review by 24 November 2006, 

If you should have any enquiries regarding this matter, please do not hesitate to contact Mr 
Culpanon _ 

f ,r,' if 
schi Slu'eiber 

Director-General 
I I 

C \\< 
\f' 

~ ~ ~~ 
:r / a. 

~ ~ ril ( 'o(P-f /1 
~~ ): 'If( ~l, 
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QUEENSLAND HEALTH 
OPERATIONAL AND EFFICIENCY AUDIT 

EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 

EXECUTIVE SUMMARY 

BACKGROUND AND FRAMEWORK OF REVIEW 

Queensland Health has established its Emergency Preparedness and Continuity Management Policy, 
Guidelines and Program to support its preparedness and capability to prevent, respond to, and recover 
from an emergency event such as: 

• A cyclone, earthquake, flood, storm, storm tide, tornado, tsunami, volcanic eruption or other 
natural happening; 

• An explosion or fire, a chemical, fuel or oil spill, or gas leak; 
• An infestation, plague or epidemic; 
• A failure of, or disruption to, an essential service or infrastructure; 
• An attack against the State (eg terrorism); 
• Me.dical emergency; . 
• Accident, a bus or aircraft crash or major industrial accident; 
• Threat to or on a person; 
• A release of a chemical, biological or radiological agent; andlor 
• Any other similar event. 

Queensland Health's Emergency Preparedness and Continuity Management Policy, Guidelines and 
Program ("the Framework") include, et al: 

• Queensland Health Disaster Plan 2002; 
• Queensland Health Policy Statement 28028 - Emergency Preparedness and Continuity 

Management; 
• Queensland Health Integrated Risk Management Framework (QHEPS 15232); 
• Queensland Health Infurmation Security Policy (QHEPS 3485); and 
• Queensland Health Information Security Standard 9 - Business Continuity Management 

(QHEPS 23724). 

This Pramework is part of, and in support of, the Queensland Government's project for the safety and 
security of Queensland ill: 

• The preparation for, prevention of, response to and recovery from terrorism related incidents, 
as set out in the Queensland Government Counter-Terrorism Strategy 2005-2007, and 
consistent with the National Counter-Terrorism Framework"; 

• The protection and resilience of infrastructure; and 
• The protection of critical infrastructure from terrorism. 

The Framework is also based on, and supports compliance with and implementation of, relevant 
Legislation, Policies, Standards and key documents including: 

• Disaster Management Act 2003; 
• State COllnter Disaster Plan 2001; 
• Queensland Govenunent Counter Terrorism Strategy 2005-2007 
• Queensland Government Infrastructure Protection and Resilience Framework; 
• Queensland Govemment Plan for the Protection of Critical Infrastmcture from Terrorism 
• Standards Australia and New Zealand - ASINZS 4360 - 2004 - Risk Management 
• Standards Australia and New Zealand- HB 221 :2004 Business Continuit» Management; 
• Australian Standard - AS 4083· 1997 Planning for Emergencies - Health Care Facilities; and 
• Queensland Government Infonnation Standard 18 - Infonnation Security. 
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QUEENSLAND HEALTH 
OPERATIONAL AND EFFICIENCY AUDIT 

EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 

EXECUTIVES~ARY 

OBJECTIVE OF REVIEW 

The overall objective of the review has been to ensure Queensland Health Executives are managing, 
(through the establishment and implementation of adequate and effective frameworks, strategies. plans, 
policies and procedures) the risks associated with emergency, disaster, security. contingency, asset 
protection and resilience management in accordance with the Framework to enable effective response 
and service continuity. 

SCOPE AND NATURE OF REVIEW PROCEDURES 

Review has been perfonned on a sample bRsis across the following Health Service Districts: 

• Southern Area Health Service - Princess Alexandra Hospital Health Service District 
• Southern Area Health Service - Gold Coast Health Service District 
• Northern Area Health Service - CRims Health Service District 
• Northern Area Health Service - Innisfail Health Service District 
" Central Area Health Service - Gladstone Health Service District 
• Central Area Health Service - Central Highlands Health Service District 

Our review was a high-level desktop review for the purposes of gauging implementation progress and 
identifying areRs for further focus and development. 

Our review procedures took the form of: 

• Discussions with key officers at hospital based facilities and inter-agency representatives; and 
• High-level review of plans. policies, procedures and related documentation as presented to us. 

Our review procedures have not, and should not be relied upon by any parties as having, sought to test 
or provide valid_ations or assurances ill relation to: 

• Completeness for Rll matters that may be identified andlor require further focus and 
development; 

• Detailed compliance with all andlor specific legislation, standards, policies andlor guidelines; 
and/or 

• Practical ability for plans, policies and procedures to successfully deter, mitigate, respond to 
and/or recover from disaster emergencies in test exercise or actual incident situations. 

Review has been performed by BDO Kendalls as a party independent to Queensland Health. Review 
has been perfonned under the direction of, and for, Queensland Health and the Acting Senior Director, 
Assurance and Risk Advisory Services and should not be released to or relied upon by any other party 
without BDO Kendalls' prior knowledge and express consent, unless under obligation and direction at 
law. 
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APPENDIX I 

QUEENSLAND HEALTH 
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 
PRINCESS ALEXANDRA HOSPITAL HEALTH SERVICE DISTRICT 

SUMMARY OBSERVATIONS 

The Princess A1exandra Hospital Health Service District (P AHHSDS) comprises hospital facilities at 
Woolloongabba and a range of Adult COllununity Mental Health Services at Annerley, Inala, and West 
End. The Princess Alexandra Hospital is one of three tertiary level facitities in Queensland, providing 
care in all major adult specialities with the exception of obstetrics and gynaecology. 

The hospital has 712 available beds and the Health Service District employs more than 5,000 staff. 

The P AHHSD has established an appropriate governance Slntcture for the local management of disaster 
incidents as follows: 

'1 DIstrict HeaUh Counclr 1 

i 
Parent CommUtee - Executive Sponsor 

District Management and District Executive 

i 
Sub Commltte. 

Disaster Plauning Committee (EDMS -
Executive Director Medical Services) 

i '\ 
Working Group Working Gronp Working Group 

Clinical W 0\ king Party Corporate Working Party Pandemic Working Party 

The P AHHSD has performed an all-hazards risk identification, assessment, treatment, contingency, 
continnity and resumption planning process for the development of its formal Emergency Preparedness 
and Continuity Management Framework. 

It has also prepared specific incident Emergency Response Plans in accordance with Australian 
Standard AS 4083-1997 - Planning for Emergencies in Health Care Facilities. Plans are appropriately 
supported by related policies and procedures as required. 

The following provides high-level and specific matters for consideration by the Disaster Plmming 
Committee in undertaking further plan development and maintenance work in relation to: 

• Development of an overall hospital facility and health service district security strategy; 
• Maintaining emergency contact Jists; 
• Development of overall hospital facility and health service district communication strategy; 
• Coordinating inter~agency engagement and conununication; and 
• Review and assurance in relation to the protection of critical infraslmcture. 
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APPENDIX I 

QUEENSLAND HEALTH 
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 
PRINCESS ALEXANDRA HOSPITAL HEALTH SERVICE DISTRICT 

1. SECURITY RISK ASSESSMENT Al~D PLANNING 

Backgrolllld 

The Princess Alexandr. Hospit.1 has security officers on st.ff as well as on-site Queensland Police 
Service - Police Beat station support. 

Security procedures and protocols have been developed for hospital specific operational and emergency 
security requirements based on a five~staged approach across traffic management, crowd control, 
access and egress control and genera] security. 

These procedures appropriately address: 

• Security Assistance • . Circuit Television - CCTV . 
• Duress Alanns • Incident Reporting 
• Escorts • Occupational Health and Safety 
• Security Alerts (persons and patients) • Illicit Drug Use 
• Suspicious/unauthorised persons • Aggressive Behaviour Management 
• Security of property and attractive items • Access Control 
• Security of Departments .fter hours • Identification of People 
• Mail opening and suspicious packages • Bomb and other personal threats 

Security procedures, including communication and activation protocois, are also addressed in specific 
Emergency Response Plans as relevant and required. 

Matter Noted Risk/Actioll Priority - High 

Whilst security arrangements, internal conmmnicntion, activation and response procedures and 
protocols are addressed in detail by a number of specific plans and procedure documents, Ihe P AHHSD 
has not developed a formal all-hazards, risk based, overall Security Strategy and Plan to form the basis 
of its security management, which in turn, is supported by these specific procedure documents. 

Recolllmendation 

It is recommended that a formal all-hazards strategic security risk identification and assessmenl process 
be undertaken to form the basis for ~evelopment of an overall Security Stralegy and Plan. This overall 
Sec~rity Strtltegy and Plan should consider and address, et al: 

• Location and nature of facilities and assets (tangible and intangible); 
• AH-hazards security threat, vulnerability and risk identification; 
• Assessment of the adequacy and effectiveness of key systems, processes, persotulel and other 

resources currently operating for adverse security incident deterrence, detection, mitigation, 
response and recovery arrangements; 

• Plans for Ihe treatment of unacceptable (residual) security risks; 
• Defmitions, authorities, responsibilities and accountabilities for security plan activation 

phases (alert, notification, standby, activation, escalation, stand down and cancellation on 
false alarm); 

• Management of National Security Ale111evels and changes (in particular, operational changes 
required to reflect changes in alert status); 

• Communication, engagement and coordination between the P AHHSD, Queensland Health 
Corporate Office, Health Services Directorate, Iotemai Emergency Response and General 
Security Unit, and supporting agencies such as the Queensland Police Service; 

• Queensland Infrastructure Protection and Resilience Framework and Queensland Plan for the 
Protection of Critical Infrastructme From Terrorism (as part of the Queensland Government's 
Counter Terrorism Slrategy 2005-2007); and 

• Queensland Heallh's Security Guidelines for Health Care Facilities. 
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APPENDIX I 

QUEENSLAND HEALTH 
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 
PRINCESS ALEXANDRA HOSPITAL HEALTH SERVICE DISTRICT 

In accordance with the Queensland Government's plans for protection of critical inrrastructure assets, 
once established, the Security Strategy and supporting plans and procedures should be reviewed and 
revised as necessary on an annual basis. The risk assessment underlying Che strategy and plans should 
be reviewed in detail on a bi-armual basis. 

Mallagemellt RespOIlse 

Recommendations Accepted: YES 

Mllllagemenl ActioIJ PlalJ 

Respol/sible Officer Target Date 
TBA after Audit Committee Endorsement of 
Reconunendation 
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APPENDIX 1 

QUEENSLAND HEALTH 
EMERGENCY PREPAREDNESS AND CONTINUITY MANAGEMENT 
PRINCESS ALEXANDRA HOSPITAL HEALTH SERVICE DISTRICT 

2, EMERGENCY PLAN CONTACTLlS'I'S 

Matter Noted Risk/Actioll Priol'ity - High 

Up to date emergency contacts are essential for the timely, efficient and effective activation of 
emergency plans in the event of a disaster emergency incident. The P AHHSD has appropriately 
established a number of cOnuTIand contact lists to be called upon, as circumstances require, 

Procedures have been established and implemented to ensure contact lists are maintained, regularly 
reviewed and updated for conununicallon within the hospital, and contact lists are appropriately 
included in specific Emergency Response Plans as necessary. At Executive Level, internal and inter­
agency contact lists are maintained, regularly reviewed and updated in the District Manager's 
Emergency Response Procedures Tool Kit for ready access, 

Contact lists for two-way communication as necessary between the P AHHSD and Queensland Health 
Corporate Office have been recently updated (on being identified as Ollt of date), although the Quality 
Coordinator has identified gaps in the process for regular and timeJy review and maintenance. 

Recommelldatioll 

It is recommended that procedures be established and implemented for regular review and maintenance 
of Queensland Health Corporate Office contact lists as required in the event of. disaster emergency, 

For yractical purposes, this review may be performed during review of other internal contact lists, and 
coordinated with Queensland Health Corporate Office through a positive or negative confirmation 
process. 

Managemellt Response 

Recommendations Accepted: YES 

Mallagemellt Actioll Plall 

Respollsible Officer Target Date 
TBA after Audit Committee Endorsement of 
Recommendation 
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