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= Think about risks and there knock on effects

Step 4 - Analyse risks — Determine the existing controls and analyse risks in terms of
consequence and likelihood in the context of those controls. The analysis should consider the
range of potential consequences and how likely those consequences are to occur.
Consequence and likelihood may be combined to produce an estimated level of risk. Analysing
risk is about:

» Hazard, exposure & vulnerabilities
» Likelihood & Consequence

= Can Qualitative , semi — quantitative, quantitative check your data(bad data in bad data
out)

Step 5 — Evaluate the risk — Compare the estimated levels of risk against the pre —
established criteria as this enables risks to be ranked to identify management priorities. If the
levels of risk established are low, then risks may fall into an acceptable category and treatment
may not be required. Risk Evaluation is about:

= Assists in making decisions
= Prioritises
= Tolerance levels

Step 6 — Treat the risk — Accept and monitor the low priority risks. For those above the
tolerable level of risk set by management, develop and implement a specific management plan
which includes consideration of funding. Risk treatment options are not necessarily mutually
exclusive or appropriate in all circumstances. The options can include the following:

= avoiding the risk by deciding not to start or continue with the activity that gives rise to
the risk;

= taking or increasing the risk in order to pursue an opportunity;
* removing the risk source;

* changing the likelihood;

* changing the consequences;

* sharing the risk with another party or parties (including contracts and risk financing); and
retaining the risk by informed decision.

Step 7 — Monitor and review — the performance of the risk management system and changes
which might affect it. Have a process and review regularly.

Step 8 — Document — it is important to document the risk assessment and rationale as it forms
the basis of decision making and development of strategy.
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Establish the Context
> The strategic context.
> The Organisational context.
> The risk mgt context.
> Develop criteria.

» Decide the structure.

Identify the Risk
> What can happen?

> How can it happen?

3INSU0) 1§ dL2IUNWIWO)
MBJAY B JOJIUOKW

Treat the Risks

Diagram 5 Risk Review Process
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[MULTI-AGENCY INCIDENTS

Public Health incidents usually involve other government agencies, Health Service Districts,
and Non-government health partners working together to mitigate the public health risk in the
community.

OTHER GOVERNMENT AGENCIES

Queensland government has in place disaster management arrangements that are
implemented at a state, district and local government level. Public Health Services provide a
representative to the District Disaster Management Groups in each region. In the event of a
emergency or disaster Queensland Health provides health support to the lead agency for the
incident. In the event of a major public health incident Queensland Health is the lead agency
for the management of that response as a member of the State Disaster Management
arrangements.

In a Level | or Level Il public health incident the Queensland Disaster Management
Arrangements may not apply. In this situation the Health Protection Program need to establish
a working arrangement with the relevant government agencies including who is the lead
agency for this particular incident, what is the public health risk, what is the health objective
and what is the objective for the other government agencies for the incident and how do we
communicate with each other. In some incidents protocols and plans already exist and others
there will need to be developed during the incident.

HEALTH SERVICE DISTRICTS

In the event of a public health incident the role of Health Service Districts in the region needs
to be considered and appropriate communication pathways established. Depending on the type
of incident Public Health Services and Health Service Districts need to establish, who has ‘lead
agency’ role and who is supporting. Request for assistance for Health Service Districts to
support the Public Health response needs to be actioned through the Designated Executive.

NON-GOVERNMENT HEALTH PARTNERS

Non government health partners play an important role in the management of some public
health incidents in particular General Practice. In the event of a public health incident non
government health partners need to be identified and an agreed communication pathway
established.
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|LIAISON OFFICERS

Liaison officers have an important role in providing two way communications between lead
agency and support agencies in managing multi-agency incidents. A liaison officer is a
representative of an agency or organisation that has the capability to:

= Communicate with the agency they represent

= Authority to commit their agencies’ resources

PUBLIC HEALTH LIAISON OFFICERS (PHLO)
Government agencies

The Public Health Liaison Officer represents Health Protection (and Queensland Health’s)
interests on matters relevant to the emergency response, and provides a point of contact for
interaction with other agencies and across health services.

The Public Health Liaison Officers have the knowledge and authority to commit resources
toward the resolution of the incident on behalf of the Public Health Incident Controller, and
liaise with the Public Health Incident Controller with regard to estimated time of arrival of
personnel or supplies to support the lead agency.

SHECC Operations

On activation of the State Health Emergency Coordination Centre a request may be issued for
a Liaison Officer from Health Protection Program. The Public Health Liaison Officer provides a
communication pathway between SHECC and Health Protection executive. A Public Health
Liaison Officer also provides Health Protection Program input including public health expertise
and knowledge or source expert advice to assist SHECC operations.

AGENCY LIAISON OFFICERS

When Health Protection is lead agency for a multi agency incident and is responsible for the
overall management of the response, other agencies can be invited to provide a liaison officer
to the Public Health Emergency Operation Centre. The Liaison officer represents the interests
of the government agency that they represent, and provide a point of contact for interaction
with that specific agency.

The provision of Liaison Officers to the PHEOC is usually in a multi agency incident that does
not require activation of the state disaster management arrangements.
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INCIDENT RECOVERY RESPONSE

Incident recovery is the coordinated process of supporting disaster affected communities in the
reconstruction of the physical infrastructure and the restoration of emotional, social, economic
and physical wellbeing. Specific areas identified include:

= community,

= psycho-social;

= |nfrastructure;

= Economic; and

= Environmental recovery.

The recovery phase may be managed under Queensland’s disaster management
arrangements. In these cases, IMT recovery planning will need to coordinate with the broader
recovery arrangements.

Recovery is the final step in the effective incident response.

RECOVERY PRINCIPLES

Incident recovery is usually a part of a larger disaster recovery processes. Planning for
recovery is integral to incident preparation and mitigation actions may often be initiated as part
of recovery.

= Successful recovery relies on:

= understanding the context;

= recognising complexity;

= using community-led approaches;

= ensuring coordination of all activities;

= employing effective communication; and

= acknowledging and building capacity.

RECOVERY PLANNING

Planning for recovery is integral to incident response planning. Recovery commences with
planning and responding to an incident and continues until after the affected stakeholders are
at a state that was similar to where they were prior to the incident. The Incident Controller
should ensure that recovery planning commence during the incident response. This would
normally be undertaken by the Planning and Intelligence function within the IMT. Incident
recovery planning should use the same process as Incident Action Planning and consider the
key incident recovery principles. Planners must acknowledge the existing environment and
must be centred on the impacted community (broadly defined), and includes groups linked by
location, industry, culture, impact, interest etc.
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'BUILDING CAPABILITY

Support Arrangements
Effective incident response requires trained, capable and supported workforce. This includes:

= Incident Management Policies, Plans and Operating Procedures,
= Specific Response Plans,
* Incident Management — training and development strategy,

* Incident Management — resourcing strategies,
* Incident Management — tocls and resources, and

= Incident Management — information management systems.

TRAINING

IMT staff must be competent in their role and aware of the roles and responsibilities of the IMT
and of the overall incident management arrangements.

Managers should ensure that their staff undertake appropriate Incident Management training
including:

= Introduction to Incident Management

*  Working in an EOC

= Relevant Functional Officer training

» EOC operations

= Joint Emergency Services (JEST) Course

= Australian Institute of Environmental Health (AIEH) Disaster Management Course

Appropriate training may assist in limiting liability, maintaining and improving public confidence
and minimising the adverse economic and broader commercial impacts from any incident that
may occur.

Note: Training strategy currently under development

EXERCISES

Exercises are an important part of preparedness activities and teaching. Although Health
Protection Program is involved in many incidents throughout the year not all staff are exposed
to the management of incidents on a regular basis or to Level Il or Level |l type incidents.
Health Protection Leadership Group need to make relevant staff available to participate in
Health Protection exercises, multi- agency whole of government exercises, such as pandemic
or disaster management exercises. It is important that Queensland Health play an active role in
these exercises and that any lessons learned be integrated back into our Incident Management
processes and practices.
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POST INCIDENT REVIEWS

Incident management Operational Debriefs and post incident review should be undertaken at
the conclusion of an incident response to capture learning's and identify improvement
opportunities. Lessons learnt should be documented and reported, and identified
improvements made to processes and procedures.

Post incident reviews should include identification of the strengths, weaknesses, opportunities
and threats. ldentified improvements should be included in an improvement plan detailing the
action item, action tasks, allocated responsibility, timelines for completion, funding and
reporting and governance mechanisms.
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| MAINTENANCE OF THE GUIDELINES

The maintenance of these Guidelines is the responsibility of the Executive Director of the
Health Protection Program and may be delegated to another responsible person or project
team. The Guidelines should be reviewed regularly to ensure they reflect current organisational
risk, needs and environments. As a general guide the Guidelines should be reviewed,

= Following a major response where an Incident Management Team has been
established,

* Following an incident debrief which identified gaps/deficits in the protocol,
* Following a major departmental or Whole of Government exercise,

= Following any changes to the machinery of government, government structures,
legislation or departmental responsibilities,

= Following a Risk or Vulnerability Assessment conducted across the Health Protection
Program, and

= At least every two years.

Proposals for amendment or addition to the contents of the Health Protection Program Incident
Management Guidelines are to be forwarded to:

The Executive Director

Health Protection Directorate

Queensland Health

Level 1, 15 Butterfield St

Herston QLD 4006

GPO Box 2368

Fortitude Valley BC QLD 4006

Email: HProtSD dchocorro@health.gld.gov.au

To ensure these Guidelines remain current, holders of copies of these guidelines should insert
amendments as soon as they are received. When an amendment is inserted it should be
recorded in the table below.

Amendments

Version Date Comments
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'REFERENCES

Other references that will be of use to HPP Incident Management Teams:

Aboriginal and Torres Strait Islander Environmental Health Plan 2008-2013
AS/NZS 1SO 9001:2000

AS/NZS 1SO 31000: 2009

Australia New Zealand Food Standards Code

Australian Drinking Water Guidelines 2004

Australian Emergency Manual Series Part 1 The Fundamentals Manual 3 - Australian
Emergency Management Glossary

Disaster Management Act 2003
Food Act 2006

Public Health Act 2005

Public Health Regulation 2005

Queensland Health Disaster Management System (incorporating Emergency
Management Arrangements)

Queensland Health Disaster Plan 3 September 2008
State Disaster Management Plan

Australasian Inter-Service Incident Management System Manual - Third Edition Version
1 (3 April 2004)

Health Protection Program Incident Management Protocol 2010
Water Fluoridation Act 2008

Water Fluoridation Regulation 2008

Water Supply (Safety and Reliability) Act 2008

Workplace Health and Safety Act 1995
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TOOLS, GUIDING NOTES AND ENCLOSURES

TOOLS

Tool 1 Public Health Incident Notification Form

Tool 2 Incident scoping meeting template

Tool 3 Incident Management Team

Tool 4 Public Health Incident Management Team meeting template
Tool 5 Stakeholder management plan

Tool 6 Public Health Incident Action Plan

Tool 7 Situation Report Template

Tool 8 Incident Stand Down

Tool 9 Incident Management Debrief template

EXPLANATORY NOTES

Explanatory Note 3: Incident management team

Explanatory Note 4a: Briefing guide for IMT

Explanatory Note 4b: Managing incident management meetings
Explanatory Note 4c: Setting incident objectives

Explanatory Note 5: Stakeholder management

Explanatory Note 6: Developing an incident action plan
Explanatory Note 7: Situational Report

Explanatory Note 9: Incident Management Debrief

CHECKLIST
Checklist 1: Emergency Operation Centre Checklist

JOB CARDS

Designated Executive

Public Health Incident Controller
Operations Officer

Planning & Intelligence Officer
Logistics / Support Officer
Communications Officer
Finance & Administration Officer
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Incident Management Protocol

1. Authority

This Incident Management Protocol contains the convention for which all emergency incidents
across the Health Protection Program will be managed. It is issued under the authority of the
Executive Director, Health Protection Directorate, Division of the Chief Health Officer,
Queensland Health.

2. Aim

This protocol is written to provide guidance and support to personnel within the Health
Protection Program during their critical role of responding to public health incidents across the
state.

3. Scope

The Incident Management Protocol supports and is supported by various departmental,
program plans and guidelines.

4. Overview — Incident Management Protocol

The Health Protection Program (HPP) Incident Management Protocol (IMP) is consistent with
those principles adopted across the Division of the Chief Health Officer and articulates the
incident management arrangements that are to be implemented when an incident is predicted
to evolve or has occurred. This protocol supports a range of documents, including the
Queensland Health Disaster Plan, the Public Health Sub-plan, Regional Services’ Public Health
Disaster Plans, and relevant hazard-specific response plans and protocols.

The Incident Management System (IMS) outlined in the protocol is based upon the proven
principles of the Australasian Inter-service Incident Management System (ANIMS) and is fully
compatible with the systems used by Queensland Health, Emergency Services, other
Queensland and Australian government agencies. The IMS can be used by a small team as
easily as by a large team. It is able to be applied to the widest range of incidents, large or small,
and importantly, the IMS can be applied with Queensland Health as the lead agency or as a
support to the lead agency.

In accordance with best practice emergency management, this protocol provides guidance for
the three phases of an incident — standby, response and stand down. The protocol recognises
the following management functions of an incident management system.
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Leadership, organisational, political and coordination functions

| Designated Executive

Public Health Incident
Controller

|
n—— Planning and = s Business and
Communications Intelligence | | Operations I l Logistics i | Administration
Specialist support Clinical and specialist functions Business Management functions

functions

Diagram 1.1 Functions of the Incident Management Protocol

5. Amendments

Proposals for amendment or addition to the contents of the HPP Incident Management
Protocol are to be forwarded to:

The Executive Director

Health Protection Directorate

Queensland Health

Level 1, 15 Butterfield St

Herston QLD 4006

GPO Box 2368

Fortitude Valley BC QLD 4006

Email: HProtSD_dchocorro@health.qld.gov.au

Amendments to the plan are recorded in the table below. Holders of previous versions should
ensure they are destroyed and removed from electronic directories.

Amendments

Version Date Comments

6. Background and rationale

The Health Protection Program within Queensland Health ensures good health is maintained
through shielding the population from exposure to hazards and mitigating those risks to
health. It includes communicable disease prevention and control and environmental health
and regulatory functions provided by the Communicable Diseases Branch, the Environmental
Health Branch, the Private Health Regulation Unit and the three Regional Services.

The management of the responses to critical health events is a key success factor of the Health
Protection Program. This incident management protocol outlines the conventions that are to
be adopted across the Program to ensure the effective management of the Program’s
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incidents. The system has been developed using an all hazards approach and is readily applied
and adapted to the complex and diverse range of public health threats experienced across the
state.

These include:

Day-to-day Small outbreak of dengue fever, or food borne incident

Big Bang _Sudde.n incider-1t,'for example a trgpical cyclone, flood, lan a.ccident
involving a radiation source, a fluoride overdose or chemical fire

Rising Tide Slowly emerging problem, such as an epidemic of infectious disease.

Cloud on the Horizon | A major threat occurring elsewhere but which may require action

Headline News Public and/or media alarm about a perceived threat

Internal Incidents For example, a fire or structural fault

Deliberate Release For example, a suspected intentional contamination of food

7. The principles behind the protocol

As a key tenet of this protocol, the HPP is committed to the safety and wellbeing of its people
and the community. The protocol reflects an unambiguous, consistent, structured and clearly
defined incident management framework and system for the management of public health
incidents either as support agency or lead agency in response to a disaster or incident. This will
be achieved through the application of the following principles and practices:

7.1 Manage by setting incident objectives

The Public Health Incident Controller and Incident Management Team are required to develop
a clear and concise public health response objective, for all HPP incidents, either as lead
agency or support agency. These response objectives need to be clearly articulated inside and
outside of the incident to ensure effective support, coordination and alignment of
departmental and multi agency resources to the incident.

7.2 Apply the framework through the use of functional management

There are key functional management dimensions of managing an incident that are consistent,
irrespective of the incident or threat. These are:

= Designated Executive

= Public Health Incident Control;
= Qperations;

= Planning and Intelligence;

= |ogistics;

= Communications; and

=  Finance and Administration.
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Designated Executive

Public Health Incident
Controller

Planning and . T Finance and
Intelligence Opsrayons o Administration

Communication

Diagram 1.2 Functional management of an emergency incident

These functional management dimensions are constants across all incident types and sizes,
requiring the Incident Controller and management team to apply varying levels of focus,
resources and attention to each management dimension throughout the response to the
incident.

7.3 Expert driven strategy

Endorsement of the health risk assessment and the development of appropriate response
strategies are provided by senior clinical or technical experts. During an incident, senior clinical
or technical experts always provide advice and are responsible for endorsing strategy.
Depending on the scale of the incident, senior clinical or technical experts may or may not
manage the overall incident. On large incidents, it is recommended that where the public
health expertise is limited, it should be strategically placed between Operations and the
Planning and Intelligence functions.

It is acknowledged that there will also be times, particularly with regard to major events, that
the Director General and the Chief Health Officer will determine operational strategy. It is
recognised that for national events, strategy may be determined at a national level.

7.4 Limiting your span of control

Span of control relates to the amount of people, resources and functions that one can
competently manage during the response to an incident, and provides the necessary
mechanisms to gain organisational support to the incident. The optimal span of control
outlined is 1:5 — that is one person managing five people, resources or functions. Once this is
exceeded, it is recommended that more support is requested to effectively manage the
incident.

7.5 Matching the resource needs to suit the incident

The approach outlined in this protocol is geographically and organisationally flexible, enabling
the Public Health Incident Controller and Incident Management Team (IMT) to scale the
framework to suit a small outbreak right through to a full Regional or State Incident
Management Team. This can only be achieved effectively if the IMT and incident management
principles are established immediately. The Public Health Incident Controller, members of the
IMT and response teams need to consider backfilling their day-to-day roles, so that they are
not attempting to manage both roles simultaneously.
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7.6 Promoting team based problem solving

Incident management acknowledges the diversity of disciplines, public health and non-health
professional expertise within the incident. It promotes the concept of the right person in the
right role for the problem at hand. The Public Health Incident Controller ensures, supports and
encourages team based problem solving, departmental and divisional integration as required
for a seamless Queensland Health response.

7.7 Maintaining the safety & wellbeing of our people

A core tenet of incident management is the mandatory focus on the safety and wellbeing of all
incident personnel during the response. The Incident Controller and the IMT are required by
departmental policy and this protocol to ensure that the safety and wellbeing of incident
personnel is considered during the development and implementation of response strategies
and plans.

8. Levels of incidents

The HPP IMS has been developed to respond to emergency incidents and disasters using an all
hazards approach. The level of the incident is specific to the HPP IMS and is based on the
support required to manage the public health risk, complexity of the incident and the
allocation and management of resources. HPP IMS is activated based on the required public
health response and the HPP organisational arrangements needed to effectively manage the
public health aspect of the incident. This can be as ‘lead’ agency or ‘support’ agency to a
disaster or incident.

The Protocol provides the principles to enable staff to consider the type of incident they are
facing, how it may involve and thus the support structure that is best put in place. The level of
the incident is dynamic in nature and can be scaled up or down, depending on the changing
nature of the threat.

Health Protection Program 7 of 12

S0Q.001.001.2914





