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Departmental Disaster Management Plan

DERM disaster management responsibilities

To provide for the effective co-ordination of state-level capabilities in disaster management, Queensland has adopted the
concept of ‘functional agencies’. Each functional agency is responsible to the State Disaster Management Group for the
provision of specific state government services, expertise and support, as needed, to local communities or to the Queensland
Government prior to, during and after disaster events.
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In addition to functional agency responsibilities, Queensland has identified a number of specific potential threats where
government departments and agencies have a designated role. These agencies are allocated responsibility to mitigate against,
prepare for, respond to and recover from the specific threats based on agency core business.

DERM has functional and threat specific responsibilities in accordance with the State Disaster Management Plan. There are
also a range of plans, agreements and partner agencies related to the exercise of these responsibilities, These arrangements are
outlined in Table 2 below.

Table 2: DERM functional and threat specific responsibilities

Function/Threat Legislation Business units/Key Key roles Plans/Agreements etc | Partner agencies
contacts’
Dam safety Water Supply Director, Dam Safety | Ensure referrable
(Safety and (Water Supply) dam owners have
Reliability) Act effective emergency
2008 action plans.
Exercise emergency
powers to direct dam
owners to undertake
actions to reduce the
risk of failure or
mitigate the effects of
failure.
Flooding Water Act 2000 | Director, Water Supply of near real Emergency Bureau of
(s. 35) Quality and time stream flow data | Management Australia Meteorology
Ecosystem Health to Bureau of Flood Warning Manual
Commonwealth | Planning Meteorology to assist
Water Act 2007 with flood warning
and Water Regional services. The
Regulations hydrographical and information also
2008 water licensing staff supports water
resource management
by entitlement
holders, such as
water harvesting and
environmental flow
management
strategies.
woordination of Coastal Director, Coastal Supply of near real Tropical Cyclone Storm | Bureau of
storm tide advice Protection and Sciences, Office of time wave height and | Tide Warning — Meteorology and
Managemenr Act | Climate Change storm tide data to Response System Department of
1995 Bureau of Handbook Community Safety
Meteorology,
LDMGs and State
Disaster Coordination

Centre to assist with
flood wamning
services.

Provide technical
advice to emergency
management
personnel.

Environmental
1ssues

Environmental
Protection Act
1994

Assistant Director-
General, Environment
and Natural Resource
Regulation

Provide expert advice
on issues to bodies in
the state disaster
management
arrangements.

Guidelines for
Responding to
Environmental
Incidents (draft)

? For contact details for the designated positions refer to Appendix 2 and the emergency contacts list published on the DERM

intranet.
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Function/Threat Legislation Business units/Key Key roles Plans/Agreements etc | Partner agencies
contacts’®
Environmental Environmental Associate Director- Lead environmental Queensland Disaster Department of

recovery Protection Act General, Operations recovery activity post | Recovery Policy (draft} | Community Safety
1994 and Environmental a disaster event.
Regulator
Nature
Conservation
Act 1992
Recreation
Areas
Management Act
2006
Wet Tropics
World Heritage
Protection and
Management Act
1993
Pest control and Nature Senior Director, Fire management on Inter-Agency Protocol Queensland Fire and
fire management Conservation Conservation, lands including for Fire Management Rescue Service and
»rograms Aet 1992 Strategy and national parks, state Forestry Plantations
Planning, Queensland | forests and other Regional wildfire Queensland
Recreation Parks and Wildlife reserves, and mitigation and
Areas Service (QPWS) unallocated state protection plans Interdepartmental
Management Act land. Committee on
2006 State and regional Bushfires
Pest control on parks | interdepartmental
Wet Tropics estate. committees
World Heritage
Protection and Fire and pest QPWS Interim
Management Act management in the Emergency Response
1993 Wet Tropics World Procedures
Heritage Area.
QPWS fire
management plans or
statement of intent
Forestry Act General Manager, Forest Products Fire
1959 Forest Products Management Plan
Director, Operations,
Forest Products
Land Act 1994 Director, State Land Fire Management Plans
Asset Management for Unallocated State
Directorate/Regions Land
Increased level of Environmental

monitoring,
modelling and
assessment and
supply of relevant
information to
decision-makers

Protection Act
1994

Increased
effectiveness
managing
significant
environmental risks
with potential
adverse impacts
minimised

Environmental
Protection Act
1994

Senior Director,
Technical Operations
Branch, Environment
and Natural Resource
Regulation

Chief Advisor,
‘Incident
Management,
Technical Operations
Branch, Environment
and Natural Resource
Regulation

Provide advice and
support on
environmental
protection issues,
cleanup, recovery and
waste disposal
matters.

Provide input to
emergency response
to limit the longer
term impacts of
environmental
contamination.

National Plan to
Combat Pollution of the
Sea by O1l and Other
Noxious and Hazardous
Substances

National Marine
Chemical Spill
Contingency Plan

National Marine Oil
Spill Contingency Plan

Australian Maritime
Safety Authority
manages the
National Plan,
working with
State/Northern
Territory
governments, the
shipping, oil,
exploration and
chemical industries,
and emergency
services
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Function/Threat

Legislation

Business units/Key
contacts’

Key roles

Plans/Agreements etc

Partner agencies

Environment and
Scientific
Coordinator role.

Oiled wildlife
respornse operations.

Queensland
Contingency
Arrangements for
Marine Chemical Spills

Queensland Coastal
Contingency Action
Plan

Marine Pollution
Response Plan

Queensland Oiled
Wildlife Response Plan
and district plans

MOU - Response to
Land Sourced Oil Spills
Impacting Queensland
Coastal Waters

MOU - The
Coordination of
Environmental
Responses to Oil and
Chemical Spill
Incidents Within and
Adjacent to the Great
Barrier Reef World
Heritage Area

MOU with Queensland
Ports Association

State of Queensland
Multi-Agency
Response Plan to
Chemical, Biological,
Radiological, Nuclear
Incidents

Maritime Safety
Queensland
(statutory agency);
Queensland Fire and
Rescue Service and
Queensland Police
Service (support
agencies)

Maritime Safety
Queensland

Great Barrier Reef
Marine Park
Authority

Department of
Transport and Main
Roads

Great Barrier Reef
Marine Park
Authority

Queensland Fire and
Rescue Service,
Queensland
Ambulance Service,
Queensland Police
Service, Queensland
Health, Queensland
Primary Industries
and Fisheries, Mines
and Energy

State CBR Steering
Committee and
Working Group

State of Queensland
Biological Disaster Plan

State of Queensland-
Radiological Disaster
Plan

Queensland Health,
Queensland
Ambulance Service,
Queensland Fire and
Rescue Service,
Queensland Police
Service
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Function/Threat Legislation Business units/Key Key roles Plans/Agreements etc | Partner agencies
contacts’
Interim MOU regarding | Queensland Fire and
Chemical Incidents — Rescue Service
Response and Recovery
Arrangements
Memorandum of Queensland Health
Agreement regarding
issues of common
interest
Australian Veterinary
Emergency Plan
Guidelines for
Responding to
Environmental
Incidents (draft)
State Incident Response
Network
(Departmental)
Water Supply Director, Office of the | Advisory role and MOU with Queensland | Queensland Health
(Safety and Water Supply directive power in Health
Reliability) Act Regulator, Recycled relation to public
2008 (Chapter 5, | and Drinking Water health risk for
Part 5) Quality drinking water and
recycled water
quality.
Responsibilities Environmental Chief Advisor, Emergency call State of Queensland Queensland Fire and
under the Hazmat Pratection Act Incident number. Chemical/HazMat Plan | Rescue Service,
Recovery Plan 1994 Management, Queensland Police

Technical Operations
Branch, Environment
and Natural Resource
Regulation

Technical advice
with respect to
minimising or
preventing
environmental
damage.

Monitoring of off-site
effects of an
emergency including
run off into
watercourses.

Safe disposal of
wastes by providing
advice as to suitable
short, medium and
long term
disposal/storage
options.

Hazardous Materials
Incident Recovery Plan

MOU with Department
of Community Safety

Service, Queensland
Ambulance Service,
Queensland Health,
Queensland Primary
Industries and
Fisheries, Mines and
Energy

Queensland Health,
Queensland Fire and
Rescue Service,
Emergency
Management
Queensland,
Department of
Justice and
Attorney-General
(Industrial
Relations), local
governments, other
agencies as required
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In addition to the functional and threat specific responsibilities outlined above, the following business units either have
legislative responsibilities relating to disaster management or the capacity to provide support for disaster management
activities:

e Queensland Parks and Wildlife Service — Declaration of an area closed to the public in accordance with the Nature
Conservation (Protected Areas Management) Regulation 2006 (s. 81)

e Spatial Information — provision of spatial information such as topographic data, pre and post disaster imagery data,
priority mapping resources, address and property boundaries data. (Note: Some data is provided periodically to
Department of Community Safety, other government agencies and local authorities through data share agreements.)

e  Spatial Information also has responsibilities in accordance with the Queensland Government Emergency Imagery
Fund Operating Guidelines approved by Emergency Management Queensland. In these guidelines, DERM
professional staff, in particular the Spatial Imagery Coordinator, are expected to be on call/available in the event of an
emergency, to provide technical imagery expertise, organise imagery procurement through industry contacts and
manage imagery licensing and delivery to relevant parties for the emergency.

e  The Incident Response unit within the Environment and Natural Resource Regulation Division specialises and
operates in a full time capacity to support DERM incident responses for both routine incidents and those defined
under the Disaster Management Act 2003. The unit, although small, routinely provides support statewide in both the
marine and terrestrial environments.

Disaster management planning framework

1e Disaster Management Act 2003 requires that disaster management plans be prepared by the state, district and local disaster
management groups. Figure 1 outlines the hierarchy of these plans and the related disaster management planning heirarchy

within DERM.
Figure 1:

In accordance with Queensland’s disaster management arrangements, planning must adopt a comprehensive approach
incorporating the following components:
e  Prevention includes mitigation activities and seeks to eliminate or reduce the impact of hazards themselves and/or to

reduce the susceptibility and increase the resilience of the community subject to the impact of those hazards.
Programme activities may include building codes, zoning, land-use management, legislation, public education and

information.




S0Q.001.001.3224

Departmental Disaster Management Plan

e  Preparedness is establishment of arrangements and plans and providing education and information to prepare the
community to deal effectively with an emergency or disaster. Typical programme activities may include development
of emergency response plans, warning systems, training programmes, test exercises, evacuation plans, public
education and information.

e  Response includes activating preparedness arrangements and plans to put in place effective measures to deal with
emergencies and disasters if and when they do occur. For example, implementation of disaster management plans,
warning messages, search and rescue, providing immediate relief, evacuation and damage assessments.

¢  Recovery includes assisting a community affected by an emergency or disaster in reconstruction of the physical
infrastructure and restoration of the environment and emotional, social, economic and physical well-being. For
example, restoration of essential services and public assets, counselling programmes, publication information,
economic impact studies, studies of the environment, review development plans and managing public appeals.

Disaster management planning by DERM divisions and regions

Divisions and regions with disaster management roles and responsibilities are required to develop disaster management
operational plans which are consistent with this Departmental Disaster Management Plan. These operational plans will cover
the department’s functional and threat specific responsibilities under the State Disaster Management Plan, as well as legislative
and other disaster management roles and responsibilities including those related to protection of departmental land, facilities or
people (for example parks estate and visitors). The operational plans will detail the procedures and arrangements to be
implemented at local and district levels to prevent, prepare for, respond to and recover from a disaster as defined in the

‘saster Management Act 2003, in accordance with relevant legislation, plans and agreements.

Relationship to emergency response and business continuity plans

Disaster management operational plans will operate in conjunction with on-site emergency response plans and business
continuity plans.

Disaster management operational plans focus on DERM’s core disaster management roles and responsibilities in accordance
with the Disaster Management Act 2003, other relevant legislation and the State Disaster Management Plan.

On-site emergency response plans detail immediate response arrangements to a range of incidents to ensure the department can
respond effectively to emergencies. These plans focus on buildings and cover issues such as incident reporting, alert,
evacuation and shelter in place procedures, fire, threats, suspicious objects, hazardous materials and explosions.

Business continuity plans (BCPs) are developed for critical departmental business processes and information systems to ensure
that normal business operations can be restored as quickly as possible in the event of a business disruption. (For further
information refer to the DERM Business Continuity Management Standard.)

For example, with regard to a cyclone the disaster management operational plan would cover the department’s roles and
responsibilities in the disaster response; the on-site emergency response plan would address management of the impacts on
departmental facilities or infrastructure; and the business continuity plan would detail the arrangements to resume core
departmental services.

visaster risk management

Disaster risk management enables the department to identify and prioritise the hazards and risks related to our responsibilitics
and implement risk treatments to prevent, prepare for, respond to and recover from disasters.

DERM managers with disaster management roles and responsibilities will be required to conduct a risk assessment at least
annually, using the process contained in Appendix 1. The residual risks identified through the risk analysis process will form
the basis for the development of disaster management operational plans and will also input to a whole of department disaster
management risk register.

Disaster management coordination

Figure 2 provides an overview of the relationships between the various elements of the Queensland disaster management
system and the DERM disaster management structure. The departmental structure is discussed in detail below.
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Figure 2:
DISASTER MANAGEMENT COORDINATION ARRANGEMENTS
ACTIVATION
ARRANGEMENTS:
FProvides physical

assistance on reguest.

coordinates whola-of-
government response and
recovery.

DDMGs provido
coordinaled state
government support when
requested by LDMGs on
behalfl of local
govermments.

LOMGs support local
govemmen! disaslor
management activitios.

Incident management model

The department’s incident management model is aligned with the Australasian Inter-service Incident Management System
“AIIMS). AIIMS has been widely adopted as the emergency management model within Australia and provides a common
mework to assist with the effective and efficient control of incidents.

AIIMS is scalable depending on the size and complexity of an incident and can be used effectively either by a single agency or
for multi-agency responses. In disasters that require multi-agency responses, including situations in which DERM does not
have the lead agency role, DERM staff will perform roles within the multi-agency incident management team as determined by
the lead agency. A parallel incident management structure will operate within this department as required to ensure effective
internal management in order to facilitate our contribution to the multi-agency response.

Command, control and coordination

AIIMS is based on the principles of command, control and coordination. These principles are defined in the State Disaster
Management Plan as follows:

Command is the internal direction of the members and resources of an agency in the performance of the organisation’s agreed
roles and tasks. Authority to command is established in legislation or by agreement within an organisation. Command relates
to an organisation and operates vertically within it. (During a disaster event, each agency will have its own command
structure.)

Control refers to having direct influence/power over resources applied to achieve a particular objective. Authority for control is
generally established in legislation and carries with it the ability to control and command within an agency. In specific
circumstances legislation allows for control over other agencies. For example under the Public Safety Preservation Act 1986,
once an emergency situation has been declared the emergency commander may take control of any resource whether it is in the
charge or control of any persen or not.

10
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Coordination refers to the bringing together of organisations to ensure effective disaster management before, during and after
an event. It is primarily concerned with systematic acquisition and application of resources (people, material, equipment etc) in
accordance with priorities set by disaster management groups. Coordination operates horizontally across organisations and

agencies.

DERM disaster management structure

Figure 3 outlines the proposed DERM disaster management structure, which comprises a strategic Corporate Incident
Management Team and an operational Incident Control Team.

Figure 3:
DERM DISASTER MANAGEMENT STRUCTURE
STRATEGIC RESPONSE -
CORPORATE INCIDENT

MANAGEMENT TEAM

— ———— —— — — — — — —— — — — —

OPERATIONAL RESPONSE
— DERM INCIDENT
CONTROL TEAM

Roles and responsibilities

Roles and responsibilities in the plan will generally be based on designated positions rather than individuals.
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Corporate Incident Management Team

The Associate Director-General (Operations and Environmental Regulator) will assume the role of DERM Disaster
Management Coordinator on activation of the Departmental Disaster Management Plan. This role is responsible for
executive level leadership, coordination and management of the overall departmental response to the disaster. It includes
representing the department at State Disaster Management Group meetings as required, strategic liaison with other agencies to
ensure a planned, effective, efficient and integrated response, and facilitating communications with senior management across
DERM divisions. If required, the DERM Disaster Management Coordinator will establish a coordination centre from which
the Corporate Incident Management Team can operate.

The DERM State Disaster Coordination Group member/s will facilitate communication between the SDCG and the
department and coordinate the provision of departmental support to the inter-agency disaster response and recovery.

The remaining roles will be appointed by the DERM Disaster Management Coordinator as required, dependent on the nature
and scale of the disaster.

The Corporate Liaison Officer is responsible to liaise within the department to obtain resources and facilitate
communications on behalf of the DERM Incident Controller.

The Corporate Services Support Team will be led by the Assistant Director-General, Corporate Services and comprise
relevant officers from Corporate Services Division. The functions of this team include providing advice and support in relation

to:

e human resource management — including advice and support regarding industrial matters (e.g. staff rostering and shift
arrangements, overtime entitlements), access to staff data (e.g. contact details, accreditations and qualifications),
workplace health and safety, and critical incident debriefing through the Employee Assistance Service

e information and communications technology — including establishment of ICT infrastructure and support at incident
control facilities. Options may include use of BlackBerry devices, wireless laptops and satellite telephones.

e administration — including advice and support regarding procurement, fleet, buildings and accommodation, travel
management and telecommunications

¢ finance and asset management — including advice regarding funding arrangements for the disaster response and
recovery.

The Communications Team will be led by the General Manager, Client Communications and Information and will provide
advice and support to the Director-General, DERM Disaster Management Coordinator and DERM Incident Controller in

relation to:

e raising the profile of the department through external communications

¢ development of a communications plan

e coordination of communications internally with managers and staff, and externally through the whole of government
Crisis Communication Network and with clients, customers, stakeholders and the media

e activating the Smart Service Queensland Call Centre.

The Media Spokesperson will possess professional/technical knowledge relevant to the incident as well as media skills and
1l represent the department in all media conferences and liaison.

Specialist Advisors will provide strategic professional, technical or policy advice to the DERM Disaster Management
Coordinator, Director-General and Ministers. They may include senior executives (including Executive Management Group
members), senior officers and professional/technical experts.

DERM Incident Control Team

The DERM Incident Controller will be appointed by the DERM Disaster Management Coordinator. The DERM Incident
Controller is the senior officer responsible to control the department’s operational response to a disaster and will have the
managerial and professional/technical capabilities, authority and experience to make decisions relevant to achieving the
incident management objectives. The DERM Incident Controller’s role includes the core functions of control, planning,

operations and logistics.

The DERM Incident Controller will, if required, establish a DERM Incident Control Team to support the Incident Controller
function. The positions required in the Incident Control Team will depend on the nature and scale of the disaster and the
department’s level of involvement. The staffing of the Incident Control Team will be determined by the DERM Incident
Controller in consultation with the DERM Disaster Management Coordinator. Support teams for each of the functional areas
will be established as required by the relevant functional officer in consultation with the DERM Incident Controller. If
required, the DERM Incident Controller will establish an incident control facility from which the DERM Incident Control

Team can operate.

12
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Table 3: DERM Incident Control Team

Position Role Responsibilities

DERM Overall responsibility for managing all activities Establish and take control.
Incident to control the incident. i i
Controller Establish a control facility.

Manage the Incident Management Team.

Manage the interface with organisations and
people working outside the incident management
structure.

Manage the interface with organisations,
communities and people affected by, or likely to
be affected by, the incident.

Establish and maintain a management structure and operating
procedures.

Assess the situation, identify risks and determine priorities.

Seek advice and support from the Corporate Services Support Team
as required.

Establish systems and procedures for the safety and welfare of all
persons working at the incident and monitor and review safety and
welfare,

Facilitate communication within the control structure.

Establish effective liaison and cooperation with all relevant persons,
including the affected community, external to the incident.

Approve, implement and monitor the Incident Action Plan.

Communicate progress and key risks to the DERM Disaster
Management Coordinator and affected parties.

Conclude and review/debrief the response activities.

Incident Provide a point of contact for liaison between the
Liaison Officer | Incident Control Team and the department.

Liaise with the Corporate Liaison Officer to obtain resources and
facilitate communications on behalf of the DERM Incident
Controller.

Prepare daily Situation Reports (SitReps).

Planning Collect, evaluate and disseminate information on
Officer the current and forecast situation.

Prepare and disseminate plans and strategies to
control the incident.

Collect and maintain information about the
resources that are allocated to the incident.

Provide management support services to the

Incident Controller and other officers as required.

Obtain a briefing from the Incident Controller.
Provide a safe working environment for all planning personnel.
Collect information on the current and projected incident situation.

Provide weather and other specialist information and incident
behaviour predictions to the Incident Management Team.

Identify key risk exposures relating to the incident.

Disseminate information relevant to controlling the incident and
potential safety issues.

Develop alternative incident objectives and strategies and identify the
risks and likely outcomes.

Identify the preferred incident objective and strategies, including
justification, for discussion by the-Incident Management Team and
approval of the Incident Controller.

Conduct planning meetings.
Develop the Incident Action Plan.

Provide input to the communications plan to be developed by the
Communications Team.

Prepare mapping information as appropriate.

Develop and maintain registers of all resources requested, en-route,
allocated to and released from the incident.

Regularly communicate progress against the Incident Action Plan to
the Incident Controller.

Consider rehabilitation in Incident Action Plans.
Develop transitional arrangements with recovery organisations.

Provide incident information services to incident personnel.

13
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Position Role Responsibilities

Provide management support services.

Collect, collate and store incident records.

Operations Manage all activities that are undertaken directly | Obtain a briefing from the Incident Controller.

Officer to resolve the incident. . .
Establish an operational structure and allocate resources to enable

Manage all resources assigned to the Operations safe work practices to be implemented.
Team. :
Implement procedures for the welfare of Operations personnel.
Contribute to the development of the Incident Action Plan.

Establish effective liaison arrangements and cooperation with all
relevant persons.

Implement the Incident Action Plan.

Implement processes for briefing personnel prior to deployment at
the incident and keep them informed of the incident situation,
particularly in relation to any issues that could affect their safety or
welfare.

Ensure personnel are appropriately qualified and equipped to
undertake the allocated activities,

Implement processes for debriefing personnel before release from the
incident/shift.

Manage and supervise operations at the incident and monitor
progress.

Provide regular progress reports to the Incident Controller.

Identify new and emerging risks at the incident and ensure these are
effectively managed and/or communicated to the Incident Controller.

Exchange information with the Planning and Logistics Officers on a
regular basis.

Determine needs for and request additional resources and logistical
support.

Maintain a log of activities.

Logistics Obtain and maintain human and physical Obtain a briefing from the Incident Controller.
resources, facilities, services and materials. 5 . . -

Qe ’ Provide a safe working environment for all Logistics personnel.

Develop the logistics component of the Incident Action Plan,

Seek advice and support from the Corporate Services Support Team
in relation to required resources and facilities.

Plan organisation of the Logistics Team and allocate tasks to
appropriate personnel.

Facilitate effective liaison and cooperation with all relevant persons.

Provide progress reports on logistical support to the Incident
Controller.

Estimate future service and support requirements,

Safety Advisor | Provide advice to the Incident Controller and Review all activities and assess risks.
Incident Management Team in relation to
workplace health and safety issues at the incident
site/s.

Develop mitigation measures in consultation with the Operations
Officer to minimise risks to an acceptable level.

Where risks cannot be mitigated to an acceptable level advise the
Incident Controller immediately and implement actions to stop the
high risk activity.

Develop formalised safety plans as a part of the review and
consultation processes.

14
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Position Role Responsibilities

Establish a reporting mechanism for incidents (including near hits)
specific to the disaster event.

Report all incidents (including near hits) and subsequent actions
taken to mitigate risks associated with these incident to the Incident
Controller.

DERM regional disaster management coordination

As part of operational disaster management planning, Regional Services Directors, QPWS Regional Managers and General
Managers with disaster management roles and responsibilities are required to establish and maintain appropriate incident
management teams and arrangements to respond to disasters at local and district levels. These arrangements are to be based on
a risk assessment and consistent with local government boundaries and the disaster districts identified by Emergency
Management Queensland. These may include teams focussed on specific organisational functions (e.g. Queensland Parks and
Wildlife Service or Environmental Regulation) as well as teams able to respond to cross-functional disasters.

When a disaster is to be managed at local or district level, the responsible senior executive will advise the DERM Disaster
Management Coordinator and, if required, appoint a suitably qualified DERM Local/District Incident Controller.

Plan activation

Activation of Queensland’s disaster management arrangements

Activation of Queensland’s disaster management arrangements and declaration of a disaster situation under the Disaster
Management Act 2003 are separate processes which should occur independently of each other.

Activation of disaster management arrangements may occur when there is a need for:

operational coordination to monitor potential threats or response operations

operational coordination to support response operations being conducted by a designated combat agency
coordination of resources in support of disaster response and recovery operations at local or district level
statewide disaster response and recovery operations.

Activation of the arrangements at district and local level can be initiated by the Chairs of the respective disaster management
groups. The District Disaster Coordinator in consultation with the Chair of a local group may request activation of that local
group based on a risk assessment, and potential community consequences. Advice of activation must be conveyed to the
Executive Officer of the state group. Activation of state level arrangements can be initiated by the Chair of the state group and
the Executive Officer. Activation at state level will often be in response to activation at district level or severe impact at a local

level.

The declaration of a disaster situation under the Disaster Management Act 2003 provides for special powers to declared
saster officers.

Activation of Queensland's disaster management arrangements normally involves the following stages, which will also be used
for this Departmental Disaster Management Plan.

Alert - Declared when it is known that a disaster event may occur

Standby - Declared when it is known a disaster event is likely to occur or may be imminent

Activation - Declared when a disaster event is highly likely, is or has occurred

Stand-down - The winding back of services either because the risk of a disaster event occurring has passed or the
event has occurred and the response and/or recovery phase is completed and local resources are sufficient to resolve
any outstanding issues

5. Debriefing - The process of sharing the good and bad points of the response to an incident as a means to improving
any future planning and responses.

e R T e

The initial activation stage and the timing and sequencing will depend on the nature of the disaster and the extent of warning
that is available.

Activation of Departmental Disaster Management Plan

Activation of the Departmental Disaster Management Plan will occur in response to notification regarding activation of
external disaster management arrangements.

The plan may be activated by the Director-General or the DERM Disaster Management Coordinator based on one or more of
the following criteria:

15
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e activation of disaster management arrangements relevant to DERM’s functional or threat specific responsibilities at
State Disaster Management Group level, or for a severe impact at a district or local level

e more than one departmental region or business unit has functional, threat specific or other legislative responsibilities
in relation to a disaster

e a disaster with major, multiple impacts on DERM facilities or infrastructure

e there is a need for high level departmental coordination, support or resourcing in relation to a disaster or potential

disaster
e there is significant community and/or political impact in relation to a disaster relevant to the department’s
responsibilities.
Examples of when the plan may be activated include:
e acyclone and consequent flooding impacting on central Queensland including Rockhampton and Mackay, causing
environmental damage and necessitating the evacuation of multiple national parks
e severe fire impacts across multiple areas of southern and central Queensland involving QPWS, Forest Products and
regional offices
e a major environmental disaster at a local level with significant community and political impact.
Examples of when the plan would not normally be activated include:

e a disaster impacting on one or a small number of national parks
e afire impacting on unallocated state land and/or a state forest which can be managed effectively at local or district
level
e  widespread flooding and environmental damage impacting on one local area only.
These local/district disasters will be managed by a suitably qualified DERM Local/District Incident Controller appointed by
the responsible senior executive.

Following activation of the Departmental Disaster Management Plan, the DERM Disaster Management Coordinator will
appoint and brief the DERM Incident Controller and convene and brief the Corporate Incident Management Team.

The Director-General will immediately inform the Ministers of the activation of the plan.
The DERM Disaster Management Coordinator will deactivate the plan when the stand-down stage has been completed.

In situations where the Departmental Disaster Management Plan is activated, a debriefing process following the stand-down
stage will be organised by the DERM Disaster Management Coordinator to identify the key lessons learned from the disaster
and recommended amendments to the plan and other supporting systems.

Communications

Communications during a disaster response

“igure 4 outlines the generic information and communication flows in relation to a disaster event. The DERM Incident
ontroller and DERM Disaster Management Coordinator are the key communication links between the operational and

strategic responses to the disaster. The Media Spokesperson is responsible for all media liaison. An emergency contacts list

will be maintained, distributed to key contacts and published on the intranet by Executive and Administration Services.
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Communications with state disaster management system generally

The department regularly receives communications from the State Disaster Management Group, State Disaster Coordination
Group and Emergency Management Queensland, for example to seek input to the whole of government disaster management
framework or to provide notifications regarding potential disaster events. These communications are received by the Director-
General as State Disaster Management Group member and/or the State Disaster Coordination Group member/s. The officers
who receive these communications will ensure that they are sent to the DERM Disaster Management Coordinator for

information.

A network of disaster management contact officers will be identified throughout the department and disaster management
communications will be sent to these officers (as appropriate, depending on the subject) for information and necessary action.

Disaster recovery

The Queensland Disaster Recovery Policy (draft) recognises four components of disaster recovery: Human-Social; Economic;
[nfrastructure, and Environment. The disaster management/coordination groups and subgroups established by the State
Disaster Management Group will develop mechanisms to comply with the directions and requirements included in the policy
and will report on implementation to the State Disaster Management Group.

DERM will contribute to whole-of-government recovery strategies in accordance with the responsibilities designated under
state, district and local recovery plans and associated memoranda of understanding/partnership agreements.

addition, DERM staff may perform community recovery work following a disaster event in accordance with the Queensland
_overnment’s Community Recovery Service Delivery Model.

DERM also has responsibilities under the Hazardous Materials Incident Recovery Plan.

Training

The department will conduct a training needs analysis to identify officers who are likely to have key roles in disaster response
activities at the strategic and operational levels and who require training based on AIIMS. A number of programs are available
to suit all levels of involvement in an AIIMS structure, from a basic understanding to full command and control roles. The
training needs analysis will also include consideration of environmental issues in disaster situations. The department will
develop a strategy for the cost effective provision of the required training.

Plan testing and review

Executive and Administration Services will coordinate the review and update of the plan at least annually with regard to:

e any organisational changes that have occurred including changes in personnel, roles and responsibilities relevant to
disaster management

e any changes to the external disaster management environment (including risks, legislative requirements and whole-of-
government arrangements)

e required amendments following any debriefing exercise.

txecutive and Administration Services will coordinate an annual test/s of the plan through relevant exercises. These tests will
need to be appropriately resourced, including input of relevant expertise, to achieve the desired outcomes. Executive and
Administration Services will ensure that all test results are documented, required changes are incorporated into the plan and it
is distributed and communicated to relevant staff.

Plan distribution and communication strategy

Executive and Administration Services will distribute an electronic copy of the plan to the officers listed in Appendix 2. These
officers have been identified on the basis that they, and/or staff reporting to them, may have responsibilities in the

implementation of the plan.

Officers who receive an electronic copy of the plan from Executive and Administration Services are responsible to ensure that
they:
e  keep one hard copy of the document at their workplace and at home
e fully brief other officers who relieve in or are subsequently appointed to the identified positions regarding their roles
and responsibilities in the plan and provide them with access to a hard copy of the document
e fully brief other staff of the business unit who have responsibilities in the plan and provide them with aceess to a hard
copy the document.

Executive and Administration Services will also publish the plan on a dedicated disaster management arca of the department’s
intranet for the information of all staff.
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Intranet content will also include other key disaster management documents such as related plans and memoranda of
understanding, an emergency contacts list, information on training courses and links to external sites of interest.

Governance

The charter of the DERM Business Continuity and Security Committee (BCSC) includes providing a forum for whole-of-
department coordination of activity relating to disaster management responsibilities under the State Disaster Management Plan.
The BCSC will oversight the implementation of the DERM Disaster Management Plan and report to the Executive
Management Group and Director-General in accordance with the committee’s charter,
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Appendices

Appendix 1: Disaster risk management process

The DERM Risk Management Policy and Procedure outline the department’s approach to risk management and are based on
the Australian/New Zealand Risk Management Standard (AS/NZS 4360:2004). The risk management process involves seven
steps in a cycle.

The DERM Risk Management Policy and Procedure are to be used as a guide to the various steps in the disaster risk
management process, including the responsibilities of various management levels. In addition, the following guidelines
specifically relevant to disaster risk management are to be used in conjunction with the Risk Management Policy and
Procedure to conduct the disaster risk assessment. These guidelines have been sourced from the Queensland Disaster
Management Planning Guidelines for Local Government 2005 and State Disaster Management Plan.

Please note: These guidelines, including the Disaster Risk Analysis Matrix, are not to be used for general operational
risk management.

Communicate and consult

Identify the key stakeholders relevant to your disaster management responsibilities. Has input to the risk management process
heen sought from these stakeholders?

Establish the context

When establishing the context, consider the following characteristics of your environment which may be relevant to identifying
potential risks:

e geography — the physical environment and location including boundaries, major geographic features, vegetation
cover, general land-use patterns and proximity to hazards
climate and weather — the climate and seasonal weather patterns including flood and storm tide level
population — population statistics, including population distribution and growth, general demographics, cultural and
language considerations

e community capacity — the community’s capacity (human and physical) to contribute to the prevention of disasters,
such as volunteer brigade, level of experience in dealing with disasters (frequency and magnitude)

¢ industry — the main industry or predominant industry type, and the facilities associated with each industry

e public buildings, spaces, and events —any public locations where people gather, any recurring or planned events

e critical infrastructure — locations of health (hospital) and emergency services (fire, ambulance, and police),
government buildings and facilities, major roads, rail, airports

e essential services — clectricity, water, gas supply, sewerage, telecommunications

e hazardous sites — sites that produce or store hazardous materials that by content and/or location have the potential to
be a risk to the community.

Identify risks

When identifying potential sources of risk, consider the following natural and non-natural hazards that may impact on your
community:

Natural hazards

Meteorological Cyclone

East Coast Low
Storm tide
Severe storms
Bushfire

Heat wave
Flood

Tomado

Geological Earthquake

Landslip and/or debris flow

Erosion (with or without a disaster event)
Tsunami

Biological Epidemic human disease, e.g. Chicken pox outbreak
Animal and plant disease, e.g. Foot and Mouth disease
Insect and vermin plague, e.g. Locust plague, rat infestation
Food crop disease, e.g. Citrus canker

Emerging catastrophic disease, e.g. Avian influenza
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Non-natural hazards

Human-caused
(consequence
management)

Civil disturbance/riot

Terrorist attack

Bombing

Arson

Sabotage of essential services

Shooting massacre

Information technology virus/significant compromise

Technological origin

Bridge collapse

Failure in critical infrastructure
Hazardous materials accident
Transport accident

Industrial accident

Nuclear power accident

Dam failure

Aeronautical and/or space

Analyse risks

Netermine the consequence level for each identified risk, taking into consideration any existing controls, using the following
saster Consequence and Impact Table:

Descriptor Potential Scenarios
i : No fatalities. Medical treatment required. Small number displaced for a short period. Some damage. Little disruption
Insignificant risk ; : 3 % : :
to the community. Some impact on environment, with no lasting effects. Some financial loss.
Minor risk Small number of fatalities. Hospitalisation required. Minor temporary displacement. Significant damage. Some

community disruption. Serious impact on environment with no long-term effects. Significant financial loss.

Moderate risk

Multiple fatalities. Numerous injuries requiring hospitalisation. Significant numbers displaced for short periods.
Serious damage requiring some external assistance. Community functioning with difficulty. Severe impact on
environment with long-term effects. Serious financial loss.

Major risk

Numerous fatalities. Extensive injuries, with significant hospitalisation. Large number displaced for significant
duration. Severe damage that requires external resources. Community only partially functioning. Severe permanent
damage to the environment. Severe financial loss.

Catastrophic risk

Mass fatalities. Large numbers requiring extended hospitalisation. General and widespread displacement for extended
duration. Widespread extensive damage. Community unable to function. Widespread severe permanent damage to
the environment. Widespread severe financial loss.

Determine the likelihood level for each identified risk, taking into consideration any existing controls, using the likelihood
descriptors in the following Disaster Risk Analysis Matrix.

Determine the risk level for each identified risk based on the consequence and likelihood levels.

Disaster Risk Analysis Matrix (Not to be used for general operational risk management)

LIKELIHOOD

Almost certain
Jetel
Likely
1:10

| Insignificant

CONSEQUENCE

Minor Moderate Major Catastrophic

Extreme Extreme Extreme

Extreme Extreme

Possible
1:50

Low Medium Extreme Extreme

Unlikely
1:100

Medium Extreme

Low Low

Rare
1:500

Low Low Medium
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The following actions are required in relation to the identified risks:

e  Extreme risk: immediate action required

e High risk: senior management attention required

e Medium risk: management responsibility must be specified

e  Low risk: manage by routine procedures.

For details refer to the Risk Evaluation Table in the Risk Management Policy and Procedure.

Treat risks

Consider the following criteria for assessing risk treatment options:

Criteria Questions
Cost Is this option affordable? Is it the most cost-effective?
Timing Will the beneficial effects of this option be quickly realised? Are there other considerations in terms
of timing (scheduling clashes, important events) that need to be addressed?
verage Will the application of this option lead to further risk-reducing actions by others?

Administrative efficiency

Can this option be easily administered or will its appiication be neglected because of difficulty of
administration or lack of expertise?

Continuity of effects

Will the effects of the application of this option be continuous or merely short-term?

Compatibility

How compatible is this option with others that may be adopted?

Jurisdictional authority

Does this level of government have the legislated authority to apply this option? If not, can higher
levels be encouraged to do so?

Effects on the economy

What will be the economic impacts of this option?

Effects on the environment

What will be the environmental impacts of this option?

Risk creation

Will this option itself introduce new risks?

Equity

Do those responsible for creating the risk pay for its reduction? When the risk is not human-caused, is
the cost fairly distributed?

Risk reduction potential

What proportion of the losses due to this risk will the option prevent?

Political acceptability

Is this option likely to be accepted in the current political environment?

Public and pressure group reaction

Are there likely to be adverse reactions to implementation of this option?

Individual freedom

Does this option deny basic rights?

Monitor and review risks

Record the identified risks in the Disaster Management Risk Register (refer next page).
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Disaster Managemse

Risk description Source of risk Area of impact Risk owner Existing Consequence |
(hazard) controls
Potential for unauthorised Significant Environment Damien - Proactive Major l
discharges of contaminated/poor natural disaster/ Brown, ADG mine site
water from mines and other major hazard Regional inspections to
regulated water storages such as such as cyclone Service specifically
sewage treatment plants and/or severe Delivery identify water
storm management
issues
- Development
and
implementatio
n of “mine
discharge
response
plans” for the
central and
northern
regions of
Queensland
Failure of dams resulting in major Flood All of Queensland Peter Allen, Dam Safety Minor to Catastrophic | L
downstream flooding. Potentially preparedness of Director, Dam | conditions are N
significant property damage and loss | Queensland’s Safety applied to i
of life. In addition, loss of water large water referable dams I
supply from the failed dams. supply dams to ensure c‘
Dean Ellwood adequate dam
ADG, safety 5
Environment management d
and Natural programs h
Resource including fl
Regulation Emergency é
Action Plans, tl
are in place 3
e
Y
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Risk description ' Source of risk | Area of impact Risk owner Existing Conseguence
(hazard) : controls
Significant damage to national Significant Environment Name: Andrea | Camping Moderate
parks, and need to evacuate natural Leverington bookings
campers disaster/major Position: ADG,
hazard such as Queensland Parl_< slasiire
cyclone and/or Parks and advices
flood or severe wildlife Service | Training AlIMS
storm
Inter dept
response
capability

Environmental damage including
wildlife and possible risks to human
health

Non-natural
disasters (eg.
ship groundings,
major
chemical/oil
spills)

Environment

Mike Short
Chief Advisor,
Incident
Management

Dean Ellwood
ADG,
Environment
and Natural
Resource
Regulation

Minor to Catasti






